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About this Document
Assumptions
This document assumes that you already have background knowledge of the
following:

The software tools used for building your application, mainly the compiler
and linker

The C Programming language

The processor

If you feel that your knowledge of C is not sufficient, we recommend The C
Programming Language by Kernighan and Richie (ISBN 0-13-1103628), which
describes the standard in C-programming and, in newer editions, covers the
ANSI C standard.

The Q-Kernel Reference Guide is available to learn the API.

How to Use this Manual

The intention of this manual is to give you a detailed introduction to Q-Kernel.
See the following scenarios:

Non-experienced RTOS developers should read chapters 3-8 to learn the
basics of an RTOS.

Experienced RTOS developer should read chapters 3, 4, 6, 11 and 12 to
learn the differences between new generation RTOS like Q-Kernel and
existing RTOSes.

Experienced Dual-Mode RTOS developer should read chapter 22 to get
a fast start.

Unique Q-Kernel functionality is described in chapter 5, 7, 10, 11, 19
and 20.

This document also serves as a source of information about Q-Kernel and
reveals a lot of information about the internals of the system.

O-Kernel

"W T)e new generation RTOS
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1.

1.1.

1.1.1

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6

1.1.7

Introduction to Q-Kernel

Q-Kernel is a Tick-Less Dual-Mode Real Time Operating System (RTOS)
sometimes referred to as a kernel for use with the PIC-24, dsPIC and PIC32
microcontrollers from Microchip. Q=Kernel is specially created for the modern
processors and fully exploits the power of the processor and the development
environment.

What Makes Q-Kernel Unique?

Q-Kernel has some unique features not found in any other RTOS. The list of
features is very complete, but a number of features really separate Q-Kernel
from the competition. For a full list of features, please see the Feature Guide
which can be downloaded at http://www.Quasarsoft.com

Dual-Mode RTOS

Q-Kernel combines the traditional thread-based kernel architecture for real-time
control processing with specialized fibers for DSP and high dataflow operations.
The architecture accommodates the different needs for both domains, by
separating them. Q@Q-Kernel enables both types of application code to run fully
optimized on a single processor and both fibers and threads use a common API.

Low-Power Operation

Q-Kernel provides idle detection and can switch the processor in a low-power
mode on demand. This feature combined with Tick-Less operation provides the
developer with the best tool to create applications that consume minimal power.
Tick-Less Operation

Q-Kernel operates Tick-Less which provides true uSec wait-time granularity and
decreases power consumption significantly.

Zero Interrupt Latency

Q-Kernel never disables interrupts, not for a single cycle, and provides true
Zero Interrupt Latency and eliminates interrupt jitter.

Advanced Interrupt Stack

Q-Kernel supplies an interrupt stack that switches the stack before the user
interrupt code is executed. This implementation is unique in the business and
minimizes RAM usage significantly.

Advanced Memory System

Q-Kernel supplies the developer with an advanced memory system, called
variable memory blocks. This makes designing systems simpler and limits the
RAM footprint.

Dynamic System

Q-Kernel is a dynamic system, meaning that resources can be returned to the
resource pool when they are no longer required. This modern approach makes
the design simpler, more functional, and limits the RAM footprint.
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1.1.8

1.2.

Threads, Fibers and Lightweight Threads

Most competing products provide threads and some provide lightweight treads.
Q-Kernel is the only RTOS that provides the developer with threads, fibers and
lightweight treads. This means that the developer can use the right tool for the
right task and optimize speed and/or minimize RAM usage.

Why Use a Multi-Threading RTOS?

Multi-threading allows you to better utilize CPU resources. Multi-threaded
systems are event driven and events can be handled as they occur, instead of
looking for them and processing them as they are found. If one event has higher
priority than another (e.g., a pump failure signal), Q-Kernel can immediately
run the higher priority thread regardless of what was being done, and get back
to the lower priority ones when it is finished with the higher priority thread. If
polling had been employed and a lower priority function was just invoked before
the higher priority one, it would go unrecognized until polled (programmatically)
in the code or until the lower priority code is complete

Applications that don’t use a multi-threading RTOS must use the “superloop” or
state machine approach. Essentially, this is a program that runs in an endless
loop, calling functions to execute the appropriate operations. No real-time kernel
is used, so Interrupt Service Routines (ISR) must be used for real-time parts of
the software or critical operations (interrupt level). This type of system is
typically used in small and simple systems.

The “superloop” or state machine approach can become difficult to maintain if
the program becomes too large. Because one software component cannot be
interrupted by another component (only by ISR’s), the reaction time of one
component depends on the execution time of all other components in the
system. Deterministic behavior is therefore poor.

O-Kernel

"W The new generation RTOS
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1.3. Why Q-Kernel?

Q-Kernel is built from the ground up based on a modern architecture, and
designed to handle interrupts better than any other RTOS on the market. It is
specifically written for microcontrollers, so it is small and very fast. It uses
advanced algorithms to optimize speed and is very versatile. If you currently use
another RTOS and experience memory limitation, bad real-time behavior, long
interrupt latencies, or slow throughput, Q-Kernel can help you solve these
problems. Q-=Kernel significantly reduces the memory foot print compared to
other systems and the hard real-time features of Q-Kernel solve a lot of
deterministic issues.

Q-Kernel

The only RTOS in the world with:
Dual-Mode and Tick-Less
Lowest Power Consumption
Integrated Power Management
Zero Interrupt Latency
Never Disable Interrupts
No Interrupt Jitter
Best Performance
Threads, Fibers and Lightweight Threads
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1.4. Distributions

Q-Kernel is available as a demo, basic and full distribution. The basic and demo

distributions have some limitations. See the table below.

Distribution

Demo?

Basic

Full

Controller Type

PIC-24, dsPIC or PIC-32

Power management No No Yes
RTCC and 32 KHz support No No Yes
Statistics and tracking No No Yes
Context switch notifications Yes

Interrupt Service Routines Unlimited?

Priority Fibers 4

Queued fibers Unlimited

Number of Threads 4 12 Unlimited
Number of lightweight threads Unlimited

Number of EventSets, Mutextes, 2 6 Unlimited
Semaphores and Queues

Number of Pipes and Timers 1 4 Unlimited
Critical Sections Unlimited

Number of Messages Unlimited

All registered versions are upgradeable with the exception of the free hardware

specific versions.

The source code is available for the full version.

Please see www.QuasarSoft.com for more information and pricing.

! The demo version works only with a specific micro-controller.

2 All unlimited specifications are only limited by the amount of RAM and or flash.
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2.

2.1.1

2.1.2

2.1.3

2.1.4

2.1.5

2.1.6

2.1.7

Q-Kernel Benefits

Q-Kernel is designed for embedded applications including consumer and
industrial electronics like set-top boxes, measuring devices, and other portable
and handheld devices. The kernel automatically scales to the right size.

As a customer, you will see the following benefits of using Q-Kernel over other
operating systems:

Dual-Mode RTOS

Q-Kernel combines the traditional thread-based kernel architecture for real-time
control processing with specialized fibers for DSP and high dataflow operations.
The architecture accommodates the different needs for both domains, by
separating them. Q@Q-Kernel enables both types of application code to run fully
optimized on a single processor and both fibers and threads use a common API.

This architecture allows the designer to use a less powerful chip and/or bring
down the operational frequency to save power. A Dual-Mode RTOS also supports
fibers. Fibers can save a lot of RAM and allows the developer to support the
same functionality on a smaller (and cheaper) micro-processor.

Royalty Free

Q-Kernel is offered royalty free. The license fee is developer based. A source
code is also available.

Website

All documentation and programming code can be downloaded from the website.
This means that communication is fast and the customer can always access the
latest documentation.

Higher Quality

Higher quality is achieved by modular, well written code, automated tests, more
than 96% code coverage, backward compatibility, extensive and usable
documentation and a beta test program.

Faster Delivery

The high quality of the system and the unique Dual-Mode capability allows you
to deliver faster.

Lower Maintenance

All our products are maintained by a staff of dedicated professionals and bugs
are repaired quickly. Electronic distribution of the system provides fast access to
the latest software.

More Functionality

Q-Kernel provides much more functionality than competing products. This limits
the amount of code that needs to be written by the developer and limits costs.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 12



Q-Kernel User Guide

2.1.8

2.1.9

2.1.10

2.1.11

2.1.12

2.1.13

2.1.14

2.1.15

Best Error Handling in the Business

While we all try to prevent errors most of us know that debugging is a part of
development. Q-Kernel error handling is the best in the business and will help
the developer find bugs faster.

Easy to Use

Q-Kernel uses a consistent, intuitive API. No cryptic abbreviations and we
provide complete documentation. This ensures that developers are productive
sooner.

Support for the Most Advanced Interrupt Structure

The advanced interrupt structure of new microcontrollers is completely
supported and allows the developer to build hard real-time applications.
Q-Kernel hides al complexities of the advanced interrupt structure from the
developer, which increases productivity.

Separation of Concerns

Q:Kernel enables the developer to concentrate on the specific application
requirements, without having to worry about the timing and interrupt behavior.
The deterministic and application aspects are separated.

Write Once and Re-Use

The unique structure of Q-Kernel makes it easy to organize software in drivers.
Those drivers are written, tested and documented once and can be re-used in
every project saving you money and decrease the time-to-market.

Designed for Deterministic, Real-time Response

Real-time applications are called real-time for a reason. Real-time execution
requires deterministic, fast interrupt response and fast context switching.
Q-Kernel utilizes an interrupt architecture that eliminates disabling of interrupts.

Maximize Development

Increase quality and eliminate embarrassing recalls by finding bugs early.
Q-Kernel memory management, stack limiting features and strongly typed
parameters protect the developer from a wide variety of problems and maximize
development.

Stack Tracing

Q-Kernel is one of the few Real-time Operating Systems that utilizes the native
stack limiting features of the micro controller during all operating modes like
interrupt handling, fibers, scheduler and threads. This makes it simple to find
errors and minimizes development time.
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3.

Q-Kernel Architecture

The Q-Kernel architecture is based on modern operating system concepts like
micro-kernel and “Segmented Interrupt” architectures. Q=-Kernel is by design a
Dual-Mode RTOS to support modern hardware concepts.

With the unique capabilities of Q=Kernel, developers can optimize both the
dataflow and control characteristics of the processor family. Such optimization
ensures the efficiencies of applications running on these new generation devices
that greatly reduce hardware cost and power consumption.

By combining a lightweight kernel, minimal context for high dataflow (like DSP),
with a prioritized, preemptive kernel for event-driven threads, Q-Kernel ensures
that both control and high data load application code execute with maximum
efficiency. Q=Kernel is organized by priority so dataflow processing controlled by
a dedicated scheduler always operating at a higher priority than control
operations.

To implement this unique architecture the micro controller has to support 3
zones of operation, where a higher zone can interrupt a lower zone. The
following page depicts the system design.

e Zone 2 contains all Interrupt Service Routines (ISR) including the Kernel
interrupt, Timer interrupt and RTCC interrupt if applicable.

e Zone 1 contains all fibers including the scheduler.

e Zone 0 contains all priority based threads®. The idle thread runs the
lightweight threads. They cannot block or wait but include a small context
that belongs to the lightweight thread.

Exceptions and traps

Zone2 User interrupts

Q:Kernel Timer and RTCC interrupt

Priority fiber with priority 4 to 1

Zone 1 Queued fibers First In First Out (FIFO)

Q-Kernel scheduler and notification fibers

Threads with priority from 250 to 1

Zone O Idle thread and the lightweight Threads

Switch processor in Sleep or Idle mode

3 Some systems use the word tasks instead of thread. We think that the word thread is more accurate. A task
(amount of work) can be implemented as a thread, lightweight thread or fiber.
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interrupt stack.

kernel, some functions
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Figure 1 Architecture Diagram

This diagram indicates at which CPU level every component runs and which components are
provided by Q:Kernel. All threads and lightweight threads run at level 0 and can be
interrupted by the Kernel/Scheduler which runs at level 1. The Kernel/Scheduler can be
interrupted by ISR. ISR enabled functions can communicate directly with the kernel from
the interrupt level or use the Q-Kernel interrupt to delay the interrupt. Some functions will
never delay their operation but work completely atomic. See API Guide.
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3.1.

3.1.1

Segmented Interrupt Architecture

Q-Kernel is based on a Segmented Interrupt Architecture. Most competing
products are based on the unified interrupt architecture. The difference is how
the RTOS handles critical sections. A critical section is a sequence of code that
must execute atomically.

The Unified Interrupt Architecture allows services to be called from interrupts but
the RTOS has to disable interrupts around critical sections to avoid non-atomic
changes to data.

Services in the Segmented Interrupt Architecture will always be called outside a
critical section or will execute completely atomic. Non-atomic services that are
called from an ISR while a critical section is executed are deferred with Deferred

Interrupt Handlers (DIH). There is nOo need to disable interrupts.

Q-Kernel never disables interrupts.

This architecture provides excellent interrupt response, simplifies the
development and provides Zero Interrupt Latency with full thread integration?
and communication and prevents interrupt jitter. The architecture permits peak
interrupt loads to be handled without the loss of information, which allows for
tight integration between interrupts and fibers.

Zero Interrupt Latency RTOS®

Interrupt latency is the time between an interrupt request and the execution of
the first instruction of the Interrupt Service Routine. The interrupt latency is the
sum of a lot of different smaller delays explained below.

The first delay is typically in the hardware. The interrupt request signal needs to
be synchronized to the CPU clock. The CPU will typically complete the current
instruction. The modern hardware architectures use instructions that are single
cycle or double cycle and have fixed 4 to 8 cycle interrupt latencies.

The most important delay is not related to the interrupt itself but related to the
fact that interrupts are disabled. RTOS based on the Unified Interrupt
Architecture temporarily disable the interrupts to protect critical sections
including thread switching.

Q-Kernel is a Zero Interrupt Latency RTOS

Q-Kernel never disable interrupts, so Q-Kernel will have the same worst-case
interrupt latency as a system running without the Q-Kernel.

4 Some competitive systems claim Zero Interrupt Latency but do not allow the interrupt handler to communicate
with the threads and fibers or even ready waiting threads, which defies the purpose.

5 Zero interrupt latency in the strict sense is not possible. What we mean when we say "Zero Interrupt Latency
RTOS" is that there is no added latency to interrupts because we use Q-Kernel.
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3.1.2

3.1.3

3.2.

Interrupt Jitter

Jitter is the variation in interrupt latency. Disabling interrupts always leads to
interrupt jitter, so the Unified Interrupt Architecture can never prevent interrupt
jitter. Modern processor architectures use many registers so context switches
cost more time and interrupts are disabled longer. For some applications this can
cause problems like lost interrupts.

Q-Kernel prevents interrupt jitter

Dual-Mode and the Segmented Interrupt Architecture

Every Dual-Mode RTOS employs a Segmented Interrupt Architecture but not all
RTOS with a Segmented Interrupt Architecture are Dual-Mode. Segmented
interrupt architecture requires a Deferred Interrupt Handler (DIH) which is part
of a Dual-Mode RTOS. A real Dual-Mode RTOS specifies Deferred Interrupt
Handlers and implements a number of fiber mechanisms, like spawning fibers,
fiber priorities and API-fiber communication.

Tick-Less Operation

Every RTOS, including Q-Kernel, requires mechanisms to support delay and
time-out functionality. Every function that has the potential to wait can specify a
timeout which is used to specify the maximum time a thread is willing wait for a
resource to become available. If the specified period expires and the resource is
not available, the thread will return to the caller indicating that it timed-out. For
this functionality and delay functions to work the RTOS must keep track of time.

Most RTOS use a timer interrupt to keep track of the timing of the RTOS. This
interrupt is called the tick and fires every 50 pSec to 1 mSec.

The Q-Kernel architecture provides Tick-Less operation. The system calculates
the expiration time for every wait request and programs the timer accordingly.
Tick-Less operation is more complex but has a number of advantages compared
to non-Tick-Less operation.

e The granularity of the timer is much finer. Q-Kernel uses a granularity of
only 1 cycle. Practical values are 100 cycles (4 pSeconds) or larger for
the PIC-24 and dsPIC and 200 cycles (4 pSeconds) or larger for the
PIC32.

e There is no processing of ticks so the power consumption will be smaller.
Q-Kernel combines Tick-Less operation and other low-power functionality
to produce an RTOS that consumes minimal power.

e A non-Tick-Less RTOS uses the tick for all its timing operations and this
will limits the maximum wait time. The maximum wait time with a 50
MSec tick is around 2 days. Q@-Kernel supports maximum wait times that
are greater than 60 years.
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The Q-=Kernel architecture provides two sources for timing. Short times are
based on the processor clock and long times are based on a RTCC. Q-Kernel
uses a separate clock source for long times because the processor clock is very
inaccurate over long times. The short times are implemented by a 32-bit timer,
called the kernel timer and the long times are based on the RTCC called the
kernel RTCC.

Short times are based on one cycle up to 2 billion cycles. A frequency of 80MHz
provides a granularity of 12.5 nSec and a maximum wait time of 26 seconds.
Long times have a granularity of 0.5 seconds and a maximum wait time of more
than 60 years. There is an overlap in the 0.5 second to 26 second range. We
advise to use the short time up to the 20 seconds range. In this range the timer
is more accurate because the granularity of 0.5 seconds is large compared to the
wait time.

The kernel RTCC can be provided by a 0.5 Second interrupt, a hardware RTCC or
it can be emulated.

e No RTCC This option disables long wait times because long waits cannot
be defined.

e Emulated RTCC. The RTCC can be emulated if none of the above options
is available. In that case the kernel timer will provide a 0.5 second
interrupt. This option has a number of disadvantages. The clock source is
the processor clock and that is not very accurate for long timing. Power
savings are limited because the timer interrupts every 500 milliseconds
and the processor cannot be switched to sleep mode.

e Timerl RTCC. The 0.5 second interrupt is the nest best RTCC option. An
accurate 0.5 second interrupt can be generated by an external 32 kHz
crystal oscillator. While the 0.5 second interrupt may looks like a tick; it
is not comparable with a non-Tick-Less RTOS. The tick frequency in those
systems is about 1000 times higher. This option can provide a very
accurate RTCC.

e Hardware RTCC. This is the best mechanism to use. It provides timing
and alarm functions without using any software. This is also the best low-
power solution because the hardware RTCC runs in both idle and sleep
mode. This option can provide a very accurate RTCC.

e External RTCC. An external RTCC can be used by writing a small
program to communicate with the RTCC chip.

Q-Kernel will emulate an RTCC if not available

A kernel timer is optional but must be a 32-bit timer. For smaller processors with
a limited number of timers a 32-bit timer looks expensive but Q-Kernel provides
unlimited number of software timers with a 1pSecond granularity.

e Specifying a timer enables short wait times. If there is no outstanding
request the timer will be stopped to maximize power savings options.

e No Timer This option disables short wait times because short waits
cannot be defined.
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3.3.

3.3.1

3.3.2

3.3.3

The system provides macros like qUSEC(), gMSEC(), qSEC() and the function
gDTM() for delays and wait times in microseconds, milliseconds, seconds and
date time.

Resource Usage

Q-Kernel uses a number of resources to operate. These resources cannot be
disabled or manipulated directly by addressing registers or allocating memory.
Only one resource is required, the kernel interrupt. All other resources are
optional. Resources are specified in the configuration.

Kernel Interrupt (required)

Q-Kernel is activated by the kernel interrupt. This interrupt is a priority 1
interrupt and will be used exclusively by Q-=Kernel. The interrupt can be
configured and is port specific. Q-Kernel requires nested interrupt priorities,
meaning that interrupts can be interrupted by higher priority interrupt and
interrupts should not be disabled®.

Kernel Timer (optional)

Q-Kernel requires a 32-bit timer for short time functions. This interrupt is a
priority 2 interrupt and will be used exclusively by Q:Kernel. The interrupt is
configurable and port specific. Priority 2 is the highest priority used by Q-Kernel
which means that zero interrupt latency and jitter free operation can be
accomplished with interrupt levels 3 to 7. If short wait times are not required
this resource does not have to be configured.

Kernel RTCC (optional)

The kernel RTCC can be implemented in hardware, software or emulated and is
optional.

e Emulated RTCC This type of RTCC requires the kernel timer.

¢ Timerl RTCC If a Timerl RTCC is specified; the timer will be used to
provide the 0.5 second interrupt. The device will be used exclusively by
Q-Kernel and will use interrupt priority 2.

¢ Hardware RTCC If a hardware RTCC is specified the RTCC will be used
exclusively by Q-Kernel and will use interrupt priority 2. Q-Kernel will
control the hardware RTCC with the exception of the calibration.

¢ External RTCC If an external RTCC will be used the external device has
to communicate with the processor. Please contact QuasarSoft Ltd. to
discuss the options.

If long wait times and real time clock information is not required this resource
does not have to be configured.

8 Q-Kernel never disables interrupts but the developer can disable interrupts for short times to do a specific task
like programming the hardware or programming flash. We do not recommend it though and if it is required keep
the time as short as possible. Interrupts should not be disabled after the start of Q-Kernel gKrnStart().
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4.

4.1.

Interrupt Service Routines (ISR)

In real-time systems, ISR should be kept as short as possible. Non-essential
interrupt service code should be deferred. Interrupt handlers should be divided
into two parts: the First-Level Interrupt Handler (FLIH) and the Second-Level
Interrupt Handlers (SLIH). FLIHs are also known as hard interrupt handlers or
fast interrupt handlers, and SLIHs are also known as slow/soft interrupt
handlers. Another name for this mechanism is "Top and Bottom halves".

The job of a FLIH is to quickly service the interrupt and to record critical
information, which is only available at the time of the interrupt, and schedule the
execution of a SLIH for further long-lived interrupt handling. The FLIH (ISR)
reads or writes date to hardware, and then it schedules the handling of new
information at a later time to the SLIH (fiber or thread) that communicates the
information to the rest of the system. See this wiki article.

Keeping the interrupts as short as possible is important because the underlying
hardware blocks interrupts with the same or lower priority until the ISR returns.
The highest interrupt level blocks all other interrupt activity.

While dividing Interrupt Service Routines in two parts provides the best
performance, Q-Kernel also support the more traditional approach where all
work is done in the ISR.

Q-Kernel simplifies writing ISR's

Q-Kernel does not impose any restrictions to ISR. There are no required
prologue or epilogue, like EnterISR() and ExitISR(). The developer can use local
variables in the ISR, call other functions that are unavailable at compile time and
use a large number of Q-Kernel functions.

Interrupt Stack

Q-Kernel can reduce the total stack requirements significantly with the use of
an interrupt stack. Without the interrupt stack, stack requirements of the ISR
must be added to each thread stack because it is unknown which thread is active
when the interrupt occurs.

There are two ways to implement the interrupt stack.

e The Post-Push implementation switches to the interrupt stack after saving
the registers. The registers are saved on the thread stack and the local
variables and stack space for functions are stored on the interrupt stack.

e The Pre-Push implementation stores both the registers and the local
variables on the interrupt stack.

Q:-Kernel implements the pre-push stack implementation. The following
example describes common interrupt requirements for the PIC32. Saving
registers for a function call requires approximately 100 bytes, and the space for
local variables and other function calls is approximately 80 bytes.
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4.2.

For an application with 4 interrupt levels and 15 threads the stack requirements
are:

e No Interrupt stack (100+80) * 4 = 720 bytes per thread, and 10800
bytes for 15 threads.

e Post-Push 100*4 = 400 bytes per thread, and 6000 bytes for 15 threads
plus 4*80 = 320 bytes for the interrupt stack. Total = 6320 bytes

e Pre-Push (100+80) * 4 = 720 bytes for the Interrupt stack. There are no
thread stack requirements so the total = 720 bytes.

So the Q-Kernel implementation save more than 10kb compared to competitor’s
without an interrupt stack and almost 6Kb compared to competitor’'s with a post-
push interrupt stack.

Q-Kernel "Pre-Push Interrupt” Stack
reduces RAM requirements significantly

The interrupt stack is used by fibers, the scheduler and Q-Kernel ISR plus all
the functions that are called from those components.

The size of the interrupt stack is influenced by the following:

e Compiling with the code optimizer will significantly limit the stack
requirements. If a compiler is used with a limited code optimizer, select the
option that disables the frame pointer.

e Nesting interrupts add to the required interrupt stack size.

e Fibers use the interrupt stack. Because all activity is controlled and
synchronized in the scheduler, only the function with the largest stack
requirements need to be considered.

The best way to determine the size of the interrupt is to start big, like 500 bytes.
The function gKrnStack() returns the stack space in use in bytes.

While the interrupt stack minimizes the memory consumption there is overhead
involved in stack-switching. For that reason the interrupt stack is optional.

In most cases it is better to use the interrupt stack. The only exception is when
the extra delay introduced by the stack switching is not acceptable.

Q-Kernel ISR

Writing an ISR which uses the interrupt stack is very simple. Write the ISR as if
it is a normal function. The stack switching is done automatically, just
concentrate on the functionality.

The following example specifies how to set up a TMR2 interrupt. The function
qISR() will create code on the fly to define the interrupt and execute the
functionality as described below.
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4.3.

A PIC24 and dsPIC example

qISR(_T2Interrupt) { // 16-bit PIC example
_T2IF = 0; // Clear the interrupt flag
......... // Do work

}

A PIC32 example

qISR(_TIMER 2 _VECTOR) { // 32-bit PIC example
IFSObits.T2IF = O0; // Clear the interrupt flag
......... // Do work

The function qISR_FAST() uses the processors shadow registers and is faster if
they are available. The port description specifies how much space is used and if
there are any limitations.

The symbols used in the function qISR() and gqISR_FAST are dependent on the
port. If they are not recognized by the compiler, an error will be generated. See
the example below.

qISR(_INTlInterrupt) {
_INT1IF = O; // Clear the interrupt flag
......... // Do work

Opn.c:114:1: error: pasting " (" and "_INTlInterrupt"

Opn.c:114: warning: return type defaults to 'int'
Opn.c: In function 'qISR':

Opn.c:115: warning: control reaches end non-void
function

Native Compiler Interrupt Syntax

Sometimes the activity in the ISR is limited that it is just not worth the overhead
of the interrupt stack. That is definitely the case if the ISR is simple and/or it
uses a fiber that does most of the work.

Calling a function in an ISR generates so much overhead that is almost always
better to use the Q:Kernel ISR. The compiler has no knowledge of which
registers are used by functions so it has to save a lot of registers. Some
Q-Kernel functions are implemented as macros to prevent this problem from
occurring. The following example is taken from the 16-bit PIC implementation
and specifies a TMR5 interrupt service routine. gFbrSpawnl1() is a macro so the
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compiler can optimize this and will not save W0-W7 on the stack. The statistics
are not adjusted so cycles are added to the interrupted thread. This is not a
problem because the amount of cycles is very small.

Example’ of an interrupt service routine

void __ attribute  ((__interrupt , gAUTO_PSV))
_T5Interrupt (void) {

_T5IF = 0; // Clear the interrupt flag
PORTAbits.RA5 = 1; // Indicate to the hardware
gFbrSpawnl () ; // Spawn the priority fiber

The generated code looks as follows:

180: void __ attribute ((__interrupt , qAUTO_PSV))
_T5Interrupt(void) ({
181: _T5IF = 0 ; // Clear interrupt
flag
02E84 A98087 bclr.b 0x0087, #4
182: PORTAbits.RA5 = 1;
02E86 A8A2C2 bset.b 0x02c2,#5
183: gFbrSpawnl () ;
02E8C 884020 bset.b 0x0838,#2
02E8E 804001 bset.b IEC1l, #2
4: }
02E96 064000 retfie
185:

It takes a total of 7 cycles to execute the interrupt service routine and return to
the code that was interrupted. That is less than 0.5 ySec on a PIC-24F and 175
nSec on a PIC-24H or dsPIC-33. It only uses 4 bytes on the stack for the return
address. Because no registers are used there is no difference between the fast
interrupt (shadow attribute) and the standard interrupt so the fast interrupt can
be used for something else.

It takes only 175 nanoseconds to handle an
interrupt and spawn a priority fiber

The gFbrEnqueueX() functions are also defined as macros and use a limited
amount of registers. By using those functions in combination with the shadow
attribute, no stack-space is used and only one push.s and pop.s are generated.

7 This example is based on the PIC24 and dsPIC port. The Q-Kernel implementation of other ports are similar in
speed and stack usage.
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4.4,

4.4.1

4.4.2

This combination creates very short interrupt response times and does not use
thread stack space.

Priority fibers are unique to Q-Kernel. No
competitor can match the speed and
simplicity of priority fibers.

Q:Kernel Services Available from Interrupt Service Routines

The Segmented Interrupt Architecture only allows interrupts to call services
when there is no ongoing critical section or the function must be atomic. If the
function is not atomic it must be deferred when the system executes a critical
section. Q-Kernel provides a large number of signal functions that automatically
defer if required and a set of functions that operate completely atomic.

Atomic Functions

Some functions operate atomically and they do not rely on the state of the
kernel (critical sections). This makes atomically operated functions very fast.
Most competitive systems do not use atomic operations.

Atomic operations are available for the following services:

e Queuing function to run as fibers and spawning priority fibers. These
functions are essential because they are used to start deferred functions.

e Allocating and freeing Fixed Memory Blocks.
e Allocating and freeing messages.

e Acquiring of a semaphore without blocking.

Deferred Functions

Deferred functions come in pairs, where one can be called from fibers, threads,
or lightweight threads and one that can be called from an ISR. This last function
checks the state of the kernel and will defer its operation or will execute directly.

Atomic functions can be called from ISR’s,
Fibers, Threads and Lightweight Threads and
provide excellent performance.
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4.4.3

List of Atomic and Deferred Functions

Function Description Type

gEvtSignalISR() Signal an event to an event-set Deferred
gFixAlloc() Allocate fixed memory block Atomic
gFixAllocClr() Allocate fixed memory block and clear Atomic
gFixFree() Free a fixed memory block Atomic
gFbrEnqueue0() Queue a fiber with no parameters Atomic
gFbrEnqueuel() Queue a fiber with 1 parameter Atomic
gFbrEnqueue2() Queue a fiber with 2 parameters Atomic
qFbrSpawnX() Spawn priority fiber. (X =1, 2, 3 or 4) Atomic
gMsgFixAlloc() Allocate message from fixed memory Atomic
qMsgFreelSR() Free a message Deferred
qMsgPublishISR() Publish a message to all subscribers Deferred
qMsgReadISR() Read a message from a pipe Deferred
qMsgWriteISR() Write a message to a pipe Deferred
qPipGet() Read from a pipe without synchronization Atomic
gPipPut() Write to a pipe without synchronization Atomic
gPipReadISR() Read from a pipe and notify writer Deferred
qPipWriteISR() Write to a pipe and notify reader Deferred
qSemAcquireNB() Acquire a semaphore without blocking Atomic
gSemReleaselSR() Release a semaphore Deferred
qThrEvtSignalISR() Signal an event to a thread Deferred
gqThrResumelISR() Resume a suspended thread Deferred
gTmrStartISR() Start a timer Deferred
gqTmrStopISR() Stop a timer Deferred
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5.

Fibers

A fiber is program code whose primary use is to provide a low latency means of
executing in response to external interrupts. Each fiber executes at a given
software priority level. The Q-Kernel fiber scheduler calls each fiber when it
determines that the fiber has to run. A fiber has no context® upon entry and
must perform any required data initialization upon entry. When its operations
are complete, the fiber returns to the Q-Kernel scheduler without context. This
is the run-to-completion execution model.

Fibers improve efficiency of high data-load or Digital Signal Processing and
provide fast interrupt handling and low latency. They are optimized for
cooperative scheduling and fast interrupt response, to support the tight time
window once data is collected. Fibers are stateless and support a single stack to
sustain the required quick context switches.

Fibers are the best mechanism for handling
high data-load and interrupt load.

Some of the common properties of fibers are:

e Fibers can be started from threads, lightweight threads, interrupt service
routines and timers.

e Fibers run in the kernel, they have a priority between the highest priority
thread and the lowest interrupt handler.

e Fibers don’t need a separate stack. They use the interrupt stack.

e Fibers are fast, very fast

e Fibers run always inside a critical section, so they can access shared data®.
e Fibers can use almost all services with the exception of blocking functions.

e Fibers can’t preempt, so once they are started they finish and can only be
interrupted by an ISR.

There are priority based fibers, queued based fibers and Q-Kernel invoked
fibers. Fibers give Q-Kernel a significant advantage over the competition
because interrupt and data handling is much faster.

Fibers combine low latency with excellent
performance.

There are three types of fibers, priority fibers, queued fibers and kernel invoked
fibers. They are discussed in the following chapters.

8 Queued fibers don't have a context but include one or two parameters specified during queuing.

° Shared data can be used between threads, lightweight threads and fibers. Data cannot be shared with interrupt
service routines.
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5.1.

Priority Fibers

Priority fibers are the fastest mechanism in Q-Kernel because they can be
started from interrupts with minimum overhead. Priority fibers are functions
without parameters that are created with the function gFbrCreate() and are
activated with the function gFbrSpawnX () where 1 is the priority from 1 to 4.

Priority fibers are the fastest mechanism to
spawn a fiber from an ISR

Priority fibers are not queued and their standard use is to call them from
interrupts or other heavy data-load applications. The priority is a number from
one to four. Four is the highest priority and one the lowest. Two priority fibers
can’t have the same priority so in total four priority fibers are supported.

See the following example:

// This example relies on the fact that the function
// ReadyEvent is defined as priority fiber 2 with the
// function gFbrCreatePrio before it can be used

void __ attribute ((__interrupt_ ))INTOInterrupt(void)
{
__INTOIF = 0; // Clear the interrupt
if (PORTCbits.RC3 && !'PORTAbits.RA3) {
// Direction the same

PORTCbits.RC5 = 1; // Indicate to hardware
gFbrSpawn2 () ; // Call the fiber

}

else

PORTCbits.RC4 'PORTCbits.RC4;// Counter hardware

// This is the fiber function
void ReadyEvent (void) ({
//Do work

}

The first function is the ISR and the second the fiber. The ISR compares 2 input
ports. If both conditions are true it sets another port and spawns the fiber. The
gFbrSpawnX() is a macro so the interrupt function does not have to save WO to
W7 on the stack. After the ISR is done the fiber is executed. The fiber runs
before all threads and can execute most services.
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5.2. Queued Fibers

Queued fibers are functions that can be queued from an interrupt. Queued fibers
will be executed after all interrupts and priority fibers are processed but before
the highest priority thread. Fibers can be functions with zero, one or two
parameters.

The functions gFbrEnqueue0(), gFbrEnqueuel() and gFbrEnqueue2() do all the
work. The size of the fiber queue must be defined in the initialization section of
the system. Every element of the fiber queue consists of three pointers and is
allocated from the heap during initialization. Queued fibers don’t have to be
created they just have to be queued. The queue has limited space. If an
application generates more entries than can be processed, the queue will fill up.

Queued fibers can queue a function and the
required data in one atomic operation.

Q-Kernel uses queued fibers in signaling functions.

Example
qISR FAST(_INTOInterrupt) ({
_INTOIF = 0; //Clear interrupt
LATDbits.LATD8 = 0; //set indicator
gFbrEnqueuel (doData, (void*) PORTE) ;
} //proces in fiber
void doData (void* dataE) { //function executed as ..
INT8U data = (INT8U)dataE; //.. a fiber
...... //Do work
if (workDone) //if done
qThrEvtSignal (pThrDisplay,EVT_DSP) ;
//display processed data
}

The first function in the example is an interrupt handler that reads from port E
and loads the function and data in the fiber queue. After all interrupts are
handled the system processes the information in the fiber queue. It will call the
fiber (doData) with the data. This function will signal the display thread. This
approach guarantees that even with a very high interrupt load the sequence of
the data is not lost. A high interrupt load means that the fibers are not running
frequently. Because the data is queued nothing will be lost and data is still
processed in sequence. The ISR uses only a few bytes of the thread stack
because shadow registers are used.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 28



Q-Kernel User Guide

5.3.

5.4.

5.5.

Example

qISR(_INTOInterrupt) {

_INTOIF = O; //Clear interrupt
gqThrEvtSignalISR (pThrHanlde, 0x0100) ;
} //Signal the thread

In the example above, a thread is signaled and the queued fiber details are
handled automatically and transparently by Q-Kernel.

Q-Kernel Invoked Fibers

The Q-Kernel scheduler itself runs as a fiber so all functions called from the
scheduler are also fibers. The scheduler can activate the following:

o Expired timers. These events occur when a timer object reaches its time.
It will call the functions that were defined when the timer was created.

e Switch notification'®. The function gNtfSwitch() will be called every time
the kernel executes a context switch. Applications can use this event to
implement functionality that depends on context switching.

e Power mode notification. The function gNtfPower() will be called from a
fiber if the system is idle.

Stack Requirements

All fibers run after each other in priority sequence. This means that the stack
requirements are based on the stack requirements of the largest fiber. When a
fiber is activated by the kernel the stack has been switched from the interrupted
thread to the interrupt stack. So the interrupt stack should be large enough to
accommodate the kernel and the largest fiber.

Extensive Use of Fibers

Fibers are the essence of all Dual-Mode Real Time Operating Systems but
caution is required. Threads are interrupted by fibers and can become non-
responsive. The use of fibers should be balanced with the required thread
response time. On the other hand, an application with a high interrupt load that
uses threads instead of fibers will see thread starvation earlier than a fiber
orientated application. It will create more thread switching and thread blocking.

The developer should balance the use of
fibers with the required thread response
time. In most cases fibers can be used
extensively before thread starvation.

10 switch notification is mostly called as a fiber but in some cases as a normal function in the pre-empted thread.
This does not have many consequences because the function is called in a critical section.
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The link below compares a traditional RTOS and a Dual-Mode RTOS on Blackfin
hardware. It shows that the difference in performance increases if the data load

increases. This article uses the name Task for a Q=-Kernel Thread and uses the
name Thread for a Q-Kernel Fiber.

http://i.cmpnet.com/embedded/europe/esejun05/esejun05p38.pdf
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6.

6.1.

Threads

A thread consists of three parts; a data structure called a Thread Control Block
(TCB) that holds information about the thread, the thread stack and the program
code for that thread. The TCB is used to communicate with the thread and the
stack is used to store local data for the thread.

A thread is a key component in any Q-Kernel based system design. Each
application consists of many threads that communicate with each other. A thread
executes when the Q-Kernel scheduler determines that the resources required
by the thread are available and there are no threads with high priority ready to
run. When it begins running, the thread has control of all of the system’s
resources. A thread is always in one of the following states:

o Suspended means that the thread is not scheduled (timed-out) by time
but must be activated by an occurrence on an object or thread. The
developer can create a thread in the suspended state or ready state.

o Wait means that the thread is waiting for an event to occur. The Q:Kernel
scheduler provides short wait times, provided by the timer and long wait
times provided by the RTCC. This unique approach provides accurate long
waiting times and limits power consumption.

o Ready means that the thread is available for execution. The developer can
create a thread in the ready or suspended state.

« Running means that the thread is scheduled by the kernel to run. Only
one thread can run at a time and this is always the thread with the highest
priority in the ready list.

Q-Kernel supports the ability of a thread to wait for the occurrence of an event
or the availability of a needed resource before continuing. Q-Kernel always
associates the waiting thread with a particular object relating to the blockage
cause.

During normal operation, some threads will be ready to execute and some will
wait for a specific event to occur. Q=-Kernel provides three lists to perform its
operations, the ready list, the timer list, and the RTCC list. The ready list is
sorted on thread priority, from high to low, and the Timer and RTCC lists are
sorted on time, from small to large.

Multi-Threading

In this context, a thread is a function running on a microcontroller with
Q-Kernel. Without a multi-threading RTOS, only one thread can be executed by
the CPU at a time. This is called a single-thread system. A real-time operating
system allows the execution of multiple threads in parallel on a single CPU. All
threads execute as if they completely own the entire CPU. Multi-threading allows
you to switch between sections of code, giving the appearance that the CPU is
doing two or more things at once. In reality, it is doing a little bit of each in
succession. It is possible to run the same code in multiple threads depending on
what the code does and only if the code is reentrant. There are two types of
multi-threading and Q-Kernel supports both.
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6.1.1

6.1.2

6.2.

6.2.1

Preemptive Multi-Threading

Preemptive multi-threading is a type of multi-threading where the thread can be
stopped at any time or instruction, and CPU time is switched to another thread.
In other words, a thread switch occurs. In preemptive multi-threading, an
interrupt from a periodic timer or from a peripheral usually causes preemptive
activity. In fact, an ISR preempts execution of code while it services the
interrupt. In most RTOS, it simply returns back to the point of interruption, while
Q-Kernel can resume execution of another thread.

Cooperative Multi-Threading

Cooperative multi-threading occurs when the programmer yields execution to
another thread programmatically. Cooperative multi-threading can be
implemented with threads, but lightweight threads are a better solution for
cooperative multi-threading. They use fewer resources than threads.

Scheduling

There are different algorithms that determine which thread to execute, called
schedulers. All schedulers have one thing in common - they distinguish between
threads that are ready to be executed (in the READY state) and threads that are
suspended (in the WAIT state) for any reason (delay, waiting for message
queue, waiting for semaphore, waiting for an event, and so on). The scheduler
selects one of the threads in the READY state and activates it. The thread which
is currently executing is referred to as the active thread. The main difference
between schedulers is how they distribute the computation time between the
threads in READY state. Q@-Kernel implements priority-controlled scheduling.

In real-world applications, different threads require different response times. For
example, in an application that controls a motor, a keyboard, and a display, the
motor requires a faster reaction time than the keyboard and display. While the
display is being updated, the motor needs to be controlled. This makes
preemptive multi-threading a must. Other scheduling mechanisms, like Round-
robin don’t work for embedded systems because it cannot guarantee a specific
reaction time.

In priority-controlled scheduling, every thread is assigned a priority. The order of
execution depends on this priority. The rule is very simple:

The scheduler activates the thread that has the highest priority of all threads in
the READY state. This means that every time a thread with higher priority than
the active thread gets ready, it immediately becomes the active thread.

Priority Inversion

In scheduling, priority inversion is a scenario where a low priority thread holds a
shared resource that is required by a high priority thread. This causes the
execution of the high priority thread to be blocked until the low priority thread
has released the resource, effectively "inverting" the relative priorities of the two
threads. If some other medium-priority thread attempts to run in the interim, it
will take precedence over both the low priority thread and the high priority
thread.

In most cases, priority inversion can occur without causing immediate harm. The
delayed execution of the high priority thread goes unnoticed, and eventually the
low priority thread releases the shared resource. However, there are situations
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in which priority inversion can cause serious problems. If the high priority thread
is left starved of the resources, it might lead to a system malfunction or the
triggering of pre-defined corrective measures, such as a watch dog timer
resetting the entire system.

Q-Kernel eliminates priority inversion with

its handling of mutexes. It implements the

priority inheritance algorithm to eliminate
priority inversions.

Priority inversion can also reduce the perceived performance of the system. Low
priority threads have less precedence because it is unimportant for them to
finish promptly. Similarly, a high priority thread has higher precedence because
it is subject to strict time constraints. It may be providing data to an important
process, or acting subject to real-time response guarantees. Because priority
inversion results in the execution of the low priority thread blocking the high
priority thread, it can lead to reduced system responsiveness, or even the
violation of response time guarantees.

Thread Stacks

Every thread needs its own stack and the size of this stack is defined when
creating the thread. The minimum size of a thread stack depends on the
application, compiler and optimization options. The stack is only used by the
functions that are called from threads and interrupts that don’t use the interrupt
stack.

Some Real Time Operating Systems use the stack to store the thread context on
the stack and some will store the thread context in the Thread Control Block
(TCB). The total memory requirements are the same. Q-Kernel will store the
thread context in the TCB and, for that reason, will not use any space on the
thread stack. All space is available for the thread.

The best way to determine the size is to start big, like 512 bytes. During the
creation of the thread, the stack is initialized with all “ones”. The function
gThrStack() returns the stack space in bytes. The developer can examine the
stack space by comparing the stack pointer with the stack size during
debugging.

The size of the thread stack is influenced by the following:

e Compiling with the code optimizer will significantly limit the stack
requirements. If a compiler is used with a limited code optimizer, select the
option that disables the frame pointer.

e Interrupts Service Routines that don’t switch to the interrupt stack will
increase the stack space because all threads must include stack space for
the interrupt. Because of the dynamic nature of interrupts you don’t know
which thread will be interrupted.

e Q-Kernel interrupt service routines (qISR() and qISR_FAST()) use the
interrupt stack and only use a few bytes of the thread stack.
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e Nesting interrupts add to the stack requirements. If there are seven levels
then the worst case scenario is 40 bytes added on every thread stack. If no
interrupt stack is used this number will be much higher. Thread stacks need
to be increased by hundreds of bytes.

Thread stacks are automatically allocated from the memory manager. The
developer only has to define the size of the stack. The stack space is returned to
the pool if the thread is closed.

Some microprocessors'! have a facility to detect stack overflow. Q-Kernel will
control the stack for the system and will maintain the stack overflow register so
the hardware can detect stack overflow.

The library with parameter checking also checks stack overflow during every
Q-Kernel function call. This method can help the developer find stack overflow
on processors without hardware stack detection. This method is not 100% bullet
proof because stack-overflow can stop the application before a Q-=Kernel
function has been called.

Shared Stack (16-bit PIC’s only)

Q-Kernel can use shared stacks on processors that support EDS like the PIC24F
DA family, PIC24E and dsPIC24E. The stack can be shared because the content
of the shared stack is saved and/or restored into EDS during a context switch.
This may look like a very inefficient process but the memory bandwidth of the
PIC24 and dsPIC is so large and the optimization of the algorithm makes it very
practical. The following table specifies the context switch times in cycles and
time where the context switch is initiated by a wait for an object like waiting for
a mutex, waiting for an event, etc. The numbers are based on a 70MIPS PIC24E
and the Shared Stack is 250 bytes.

Context switch initiate by waiting on object Cycles Time
No shared stack at all 40 0.57 uSec
Standard Stack - Standard Stack 46 0.66 pSec

Standard Stack > Shared Stack where stack was in place 46 0.66 uSec

Standard stack > Shared Stack 313 4.47 uSec
Shared Stack > Standard Stack 46 0.66 uSec
Shared Stack - Shared Stack 313 4.47 uSec

1 The PIC24 and dsPIC have hardware stack limiting features. The PIC32 cannot detect stack-overflow in
hardware. It is the user’s responsibility to allocate enough stack space.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 34



Q-Kernel

User Guide

The following table is based on a preemptive context switch where the switch is
initiated by an interrupt. The numbers are based on a 70MIPS PIC24E and the

Shared Stack is 250 bytes.

Context switch initiate by interrupt Cycles Time

No shared stack at all 40 0.57 uSec
Standard Stack - Standard Stack 66 0.94 uSec
Standard Stack > Shared Stack where stack was in place 66 0.94 uSec
Standard stack - Shared Stack 333 4.51 pSec
Shared Stack > Standard Stack 66 0.94 uSec
Shared Stack - Shared Stack 333 4.51 pSec

The tables show that switching to a thread with standard stack always takes the
same amount of cycles. This has been built into the algorithm to guarantee short

and fixed switching times for thread with standard stacks.

Because Q-Kernel never disables interrupts response times to interrupts are not
affected. The rule of thumb is to use standard stack for high priority threads and
use shared stacks for low priority threads. An ideal candidate for a shared stack
is the TCP/IP driver. This thread will not be often activated and the TCP/IP
protocol can handle long periods of in-activity that is much longer then the

context switch to a shared thread.

The configuration switches that control shared stacks are the following:

e (EDS_USED specifies if EDS memory will be used. This must be a 1.

e qMEMORY_MAPPING_CODE specifies that during interrupts the mapping
registers are saved. This must be a 1 because EDS is using the mapping

registers

e (QqSHARED_STACK_SIZE must have a value of the largest shared stack.
Memory will be allocated during the initialization process. An exception will
be thrown if a thread will be created with a shared stack larger then this

value.
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Thread Creation

The developer can create threads before and after the start of the kernel. It is
possible to create all threads before the start of the system or just one and use
that thread to start other threads on demand. Threads can be created active, in
the ready state or suspended, in the wait state.

See example below:

gqtTCB MainThread;
int main() {

gKrnInit() ; // Init the kernel
MainThread = gThrCreate (
"Main", // The thread name = “Main”

MainThr, // Function pointer
(void*)4, // Extra parameter

64, // Stack size

120) ; // Priority
gKkrnStart() ; // Start the kernel
return O; // Never returns here

}

Threads that are created before the system is started are not activated. After
the start the thread with the highest priority will be executed. If a thread is
created after the start of the system it will be created in the ready state and will
be activated if it has the highest priority.

The function pointer is the function to start for this thread. The extra parameter
is the input for the function. The developer must define the parameter, but it is
possible to cast it to another type. The example uses an integer with the value
4,

The priority specifies the priority in scheduling. Lower values represent lower
priority. The idle thread has priority 0. The priority can be between 1 and 250.
First define the priorities as multiples of 10 so you can later add a thread in
between the priorities without having to change the other ones.

The open function returns a pointer to a Thread Control Block (TCB). This TCB
can be used to in other functions to address the thread. This is very convenient
because the pointer to the TCB can be local to the thread. The open function can
also be used to see if a device driver is already running.

The developer can create other threads using the same function, so effectively
reusing the code. This is common practice when writing device drivers where the
input is the device number. A UART driver uses the parameter to select device 1,
2, 3 or 4. If the application needs 4 UART drivers, it creates 4 threads, but it
loads the code only once.
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The thread itself looks like this:

void MainT (void *p) {// Must be void *p

int counter; // Define local variables

int type;

// First execute some initialization code

counter = 100;

type = (INTU)p; // Work with the startup parameter

......... // do some init work

while (counter) { // This can also an infinite loop
// Code that implements the thread
// Waits should be included to
// prevent an endless loop.

}
// If the threads ends here. It will close itself

If a high priority thread executes an endless loop lower threads are not
scheduled. This could monopolize the processor and should be prevented. The
thread should not poll but use Q-Kernel mechanisms to synchronize itself with
hardware or other threads.

This could be one of the following functions; qgEvtWait(), gMsgReceive(),
gMsgSend(), gMtxLock(), gSemAcquire(), gThrSleep(), qThrEvtWait() and all
open functions. These are all calls with a timeout and will bring the thread in the
wait state. Threads with lower priority can run.

Thread Events

A thread contains a set of events that can be manipulated by other threads and
fibers. The thread can wait on any combination of event flags in one EventSet.
Thread EventSets are groups of 16 or 32 binary flags!? that describe conditions.
Threads can wait for those flags (conditions) to be set. For example, a thread
waits for any of 6 conditions when it has to close a valve. Other threads or fibers
can set one or more conditions.

Thread EventSet complement the event objects. EventSet objects can be used
by many threads and fibers and multiple threads can wait on these events. Use
these events only if multiple threads need to wait on the EventSet, because
Thread EventSets are faster and require less overhead. Another difference is
that thread EventSets are always available for a thread, where event objects
have to be created.

The thread can wait on any combination of event flags in one EventSet. This is
very flexible. The threads can also automatically clear the flags it's waiting for.
So the event wait options are:

e qWAIT_ALL means wait until all flags are set. This is also called the AND
scenario.

12 This is dependent on the port. 16-bit systems like PIC24 and dsPIC provide 16 flags and 32-bit systems provide
32 flags in one EventSet.
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e qWAIT_ALL_CLEAR means wait until all flags are set and if this situation
occurs reset the flags that the thread is waiting for.

e gWAIT_ANY means wait until one of the flags is set. This is also called the
OR scenario.

e gWAIT_ANY_CLEAR means wait until one of the flags is set, and if this
situation occurs, reset the flag(s) that triggered this operation. So not all
flags that the thread was waiting for are reset.

Signaling an EventSet is possible from an interrupt, fiber or thread. This
contributes to the flexibility of the events sets.
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Lightweight Threads

Versions 2.1 of Q-Kernel and higher provide lightweight threads. Another
common name for this functionality is co-routine but its functionality is more
limited. The main purpose of lightweight threads is to combine efficient
cooperative multi-threading with minimum memory requirements. Lightweight
threads are executed if all threads are in a wait state and there are no interrupts
or fibers running.

Lightweight threads are an ideal candidate for low priority, non-time critical
drivers. Every application has a number of those, like displaying text on an LCD,
logging information in flash, etc. Competitive products use threads for all drivers
but applications that use Q-Kernel can significantly limit resources by using
lightweight threads.

Lightweight threads can significantly limit
RAM usage

Most of the services are available for Lightweight Threads with the exception of
blocking functions. Lightweight threads can yield to other lightweight threads
and have the ability to sleep. Q-Kernel contains an example'® of a character
LCD display driver that explains the techniques discussed.

During creation of a lightweight thread, the system creates a context that is
presented to the function as a pointer to the structure. The first element in the
structure will be filled by the system with the “parameter” specified in
glLwtCreate(). The rest of the structure will be filled with zero.

Because the lightweight thread control block is very small, and all lightweight
threads use the same stack, the overhead is very low.

Lightweight threads are created with a priority. Lightweight threads with a high
priority that are not waiting, always have precedence over low priority ones. This
behavior is the same as with standard threads. Because lightweight threads can
only be suspended by calling the function gLwtSleep(), the developer has to be
careful not to overload low priority lightweight threads with high priority
lightweight threads. The function glLwtYield() ends the existing lightweight
thread and continues with a lightweight tread with the same priority.

Lightweight threads run cooperative in the idle thread and use the stack of the
idle thread, so only the stack requirements of the largest lightweight thread
needs to be considered.

Lightweight threads are not recommended
in combination with power saving options

13 There is a free download of the Demo version of Q-Kernel available that contains the example.
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Below is a simple example of a lightweight thread that acquires a semaphore
and processed the data.

Example how to start a lightweight thread from a thread or fiber:

struct mydata {
void pParam; // Startup Parameter set by
// qlwtCreate and can be
// re-used after startup
int State; // Variables used by the LWT
int Counter; // Variables used by the LWT
};

void led indicator (struct mydata*);

// Somewhere in a thread or fiber

qLwtCreate (100,1led_indicator, (void*)O0) ;
// priority = 100

// function = led indicator
// param not used but specified as 0

This is the lightweight thread itself:

void led_indicator(struct mydata *p) {

if (p->State==0) { // are we in the first time?
- // do some work
p->State = 1; // first time done
return; // Only initialize the first
} // time.

if (gSemAcquireNB (pSemLed)){ //are we done
. // do some work
Counter++;

gLwtSleep (QUSEC (250)) ;// wait at least 250 pSec
}

else {

Counter--;
} // Ending the function is a
} // automatic gLwtYield()
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Dual-Mode RTOS

Convergent processors, like the dsPIC and PIC32, bring together MCU-type
control with DSP or high dataflow functionality.

The developer that uses a traditional RTOS to run DSP or high dataflow
applications will run the threads as high priority threads, higher than the control
threads. Because the operations are initiated from interrupts a lot of time is used
to switch between threads. A traditional RTOS will use a large part of its CPU
cycles just to switch between the threads.

Q-Kernel combines the traditional thread-based kernel architecture for real-time
control processing with specialized fibers for DSP and high dataflow operations.
The architecture accommodates the different needs for both domains, by
separating them. Q-Kernel enables both types of application code to run fully
optimized on a single processor and both fibers and threads use a common API.

Fibers will be used to accommodate the high data load or DSP functionality. The
process is interrupt driven. The interrupt that drives the process should be
implemented as level 2 or higher. The ISR can activate a fiber by using priority
fibers, or if data exchange is required queued fibers can be used. The activation
of the fiber is less time consuming then a full context switch and is significantly
faster. The fiber will execute the algorithm on the data and can only be
interrupted by interrupts. When all data is processed and cleaned-up, the
information can be sent to threads by a pipe or a queue.

It is essential to implement the data processing in fibers because they limit the
overhead of thread switching. Multiple fibers can use the DSP engine because
they are processed in serial according to priority sequence. It is preferred to use
multiple fibers because starting a second fiber only requires a few cycles.

An application that receives an interrupt every 100 pSec from an AD converter
with a measured voltage is an example of a non DSP application. The fiber has
to clean the data and then send the average of the measurements every 50
measurements to a thread. If the value is critical it has to send an alarm to
another thread. Instead of waking up, the thread every 100 uSec, the fiber is
doing all the work. The key here is that not every interrupt requires waking up
the thread. If the fiber has to activate the thread in all cases a fiber is not very
helpful.

The other alternative, doing the work in the interrupt, is not good either because
the interrupt will block all other interrupts that have the same or lower priority
during processing.

Using the DSP Engine

As explained above the DSP engine should only be used in fibers. Modulo and bit
reversed addressing is allowed and Q:Kernel supports this completely. The
developer should activate the addressing mode at the beginning of the fiber and
disable it at the end of the fiber.

The native compiler interrupt syntax is DSP unaware. Use the functions
gDspEnter() and gDspExit() to save and restore the addressing mode. The
Q-Kernel interrupt syntax (qISR() and qISR_FAST()) macros are DSP aware and
fully automatic.
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8.2.1

8.2.2

Thread or Lightweight Thread?

A Dual-Mode RTOS implements threads and fibers. Q-Kernel also provides
lightweight threads. The introduction of this chapter describes the use of fibers
so if an amount of work does not fit in a fiber the developer can implement the
functionality in a thread or a lightweight thread.

When to Use a Thread?

A thread is the most versatile mechanism for doing work. A Thread contains
state and can wait on an event without polling. Every task that requires waiting
can only be implemented with a thread.

Tasks that require waiting can only be
implemented as threads

When to Use a Lightweight Thread?

Lightweight threads are mostly used to limit the resource requirements of an
application. If a task can be developed as a small state machine, and the
amount of state is limited, a lightweight thread is a good alternative for a
thread.

We think that non-critical drivers, like LCDs, LED-displays, etc., should be
developed as lightweight threads because it saves a lot of valuable RAM and will
give other threads more space.

Lightweight Threads are RAM savers
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Memory and Memory Allocation

When Q-=Kernel is initialized it will take over the memory management. The
following picture specifies the memory footprint before and after initializing
Q-Kernel. The initial stack will be reused completely by Q@Q-Kernel to create
allocate only heap memory. This memory is then converted on demand to
variables and fixed memory pools. Q-Kernel will implement malloc() and free()
functionality through variable memory blocks.

A compiler heap only need to be defined when the application wants to make use
of the standard runtime memory allocation mechanism. We do not recommend
that because the standard runtime memory allocation mechanism is not
deterministic.

Memory Before qKrnInit() Memory After qKrnInit() More Memory used
N - - -
User Static User Static User Static
Compiler heap Compiler heap Compiler heap
(optional) (optional) (optional)

Initial
Stack

DMA
(optional)

DMA
(optional)

DMA
(optional)

High High High
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Q-Kernel will only use a very small amount of static memory because it will
allocate most of its memory requirements dynamically. User static variables will
be allocated in User Static memory. Access to this kind of memory must be
synchronized with critical sections or mutexes. The DMA and compiler heap are
optional.

Q-Kernel will manage memory very efficiently.

The size of the heap should be specified as zero in the build options in MPLAB.
See the picture below.

Diectories | Custom Buid Trace | ASMIOVC30Sute | ] )
0 if the conventional

Cateqories: IGE"E'E" j heap is not used.
Generate CnmmanICL/

s r Output . ..
AZPELS AN I ——+—+— Specify no minimum

| T Ao ouedapped-sections | .
Min stack size: | stack size. Q=-Kernel
stk S22 | [ Don'tinitidlize data sections Q

will manage all stacks

Symbols [T Don't pack data template automatically
% Keep all [T Don't create handles

" Stip debugging info [T Don't create default 1SF

£ Strip all symbol info

9.1. Memory Allocation

Memory allocation is even more critical in an RTOS than in other operating
systems.

Firstly, speed of allocation is important. A standard memory allocation
scheme scans a linked list of indeterminate length to find a suitable free
memory block; however, this is unacceptable as memory allocation has to
occur in a fixed time in real-time applications.

Secondly, memory can become fragmented as free regions become
separated by regions that are in use. This is called external fragmentation
and can cause a program to stall, unable to get memory, even though there
is theoretically enough available. Memory allocation algorithms that slowly
accumulate fragmentation may work fine for desktop machines, when
rebooted every month or so, but are unacceptable for embedded systems
that often run for years without rebooting.

Thirdly, memory allocation needs to be reentrant.

Most Real Time Operating Systems provide the developer with a simple fixed-
size-blocks memory allocation algorithm. This works well but is not very flexible
because the developer needs to know in advance the memory requirements,
including size, and it generates a lot of work.
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9.2.1

9.2.2

Memory types

Q-Kernel implements four different memory mechanisms, "Allocate Only" Heap,
Variable Memory Block, Fixed Memory Blocks and thread aware conventional
heap. All types have their own properties.

e The “Allocate only” heap is fast but memory can’t be returned to the pool so
it is inflexible.

e Fixed Memory Blocks are fast but memory has a fixed size and has to be
defined before they can be used. Fixed memory blocks can be accessed by
interrupts.

e Variable Memory Blocks are unique to Q-Kernel. They provide flexibility,
are fast and reasonably deterministic.

e Conventional heap.

“Allocate only” Heap

In embedded systems, many blocks are permanently allocated at startup. The
heap works well because each block can be exactly the right size. Fragmentation
is not a problem because these blocks are never released. The used algorithm is
fast and deterministic.

Variable Memory Blocks

The Variable Memory Block algorithm manages memory of any size by creating
memory pools for equivalent sizes. When memory is allocated it first tries to find
the memory in the correct memory pool. If there is a pool available it will simply
allocate it from the head of the list. If there is no pool available it will create a
pool on the fly. If there is a pool available but there is no block in the pool the
block is allocated from the heap. Memory that is de-allocated (freed) will be
returned to the pool it was allocated from.

Memory is allocated in multiplies of 8 bytes. So if a memory block of 44 bytes is
required Q-Kernel will allocate 48 bytes even if it intends to use only 44 bytes.
This is called internal fragmentation. The term "internal" refers to the fact that
the unusable storage is inside the allocated region.

Memory can be accessed by size or pool. Allocation by pool is significant faster
because Q-Kernel does not have to search for the pool. Memory allocation is
100% deterministic, so there is no difference between the allocation time of the
first and last block. The access time is 12 cycles for the 16 bit implementation.

Q-Kernel uses Variable Memory Blocks'* for all its internal operations and this
gives Q-Kernel the ability to dispose memory that's not used anymore. This
makes the system much more dynamic. Threads and services can be created
and closed on the fly and all resources will be returned to the pool. This reduces
the memory footprint.

It is better to use fixed memory blocks if the exact size and the number of
blocks are known. Fixed memory blocks don’t have to be a multiple of 8.

14 Q-Kernel uses the same variable memory blocks as the application with one exception. The size of the block is
exact the size of the required memory and not a multiply of 8.
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9.2.3

9.2.4

9.2.5

The standard heap functions malloc(), free(), calloc() and realloc() are
implemented by Q-Kernel as variable memory but reside in the heap library.
The user must include that library in the project to provide this functionality. If
that library is not used, the system will use the C30-library and will use the
conventional heap.

Q-Kernel provides a thread save malloc()
and free() out of the box

Extended Data Space Memory Blocks (16-bit PIC only)

Some of the Microchips PIC24F, PIC24E and dsPIC33E family of chips supports
Extended Data Space. Extended Data Space is a system of bank switching that
provides additional memory to programs beyond the limit of 32 Kb memories.
Extended Data Space uses the upper 32 Kb of the address space normally
mapped into program space. Q=Kernel provides management for this memory
with an EDS "“Allocate only” Heap and Memory Blocks. Both the EDS “Allocate
only” Heap and variable memory blocks provides the same functionality as their
standard counterparts but reside in extended data space.

The EDS Memory Block algorithm is the same as Variable Memory blocks, so
memory can be allocated by size or pool.

Fixed Memory Blocks

Q-Kernel provides the traditional fixed-size-blocks memory allocation algorithm.
Since the blocks are fixed-size, no fragmentation will occur

Fixed Memory Blocks must be created before they can be used and they can’t be
changed after creation. The create function allocates the whole fixed pool with all
its blocks as one big Variable Memory Block. It returns the Fixed Memory Pool
address and this pool is used to allocate and free the Fixed Memory Blocks. The
close function will de-allocate the whole pool and returns it to the Variable
Memory Pool. It is the developers’ responsibility to verify that no blocks are in
use. Fixed memory blocks can be accessed from threads, fibers and interrupts
because allocation and de-allocation operate completely atomic. Messages
created with Fixed Memory Blocks can also be allocated in interrupts. Lack of
flexibility is the main drawback of fixed-size memory pools.

Memory allocation is not 100% deterministic but very close. The allocation time
for the first block is 22 cycles and the 256" block takes 38 cycles for the 16 bit
implementation.

Fixed Memory Blocks are accessible from interrupts.

Conventional C Runtime Heap

The conventional C runtime heap or compiler heap implements dynamic memory
allocation based on the compiler library function. Those functions are not thread
aware, not deterministic, and can cause external fragmentation. External
fragmentation is the phenomenon in which free storage becomes divided into
many small pieces over time. Because they are not thread aware they can only
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be used by one thread. The size of the heap must be specified in the build
options in MPLAB.

We advise to use the malloc() and free() functions implemented in the Q-Kernel
heap library. They are fully thread aware and deterministic.

Diectories | CustomBuld |  Tiace | ASM30/C305Sute |
MPLAB ASH30 | MPLAB C30 MPLAE LINK30
Categaries: |Genera| j . Specify the required

Generate Command Line / heap size here.
Heap size: yhes Qutput

I Allow overlapped sections
Min gtack, size: bytes

Symbals I Don't pack data template
* Feep al

[T Don'tinitiahze data sections

I Don't create handles

£ Strip debugging info [~ Don't create default ISR
" Stip all spmbal info

The conventional C heap is not deterministic and
can cause external fragmentation

9.3. Choosing Type of Memory

The following guidelines can help the developer to choose a memory type. They
are in sequence of importance.

1. Always use the Q-Kernel heap for allocate only memory. It is fast and
there is no internal or external fragmentation.

2. Use fixed memory blocks if memory is allocated and freed from ISRs or if
the size and number of items is known. Fixed memory blocks don’t have
internal fragmentation and access is fast.

3. Use variable memory blocks only if the rules above don’t apply. Variable
memory blocks have internal fragmentation but are fully deterministic.

4. If EDS is available and large amounts of memory are required use EDS
for large memory blocks only. Don't use EDS for small memory blocks.

5. If there is still not enough memory available in a 16-bit PIC and EDS is
available free-up memory by using the shared stacks for low priority
threads.

6. Use the conventional heap only if variable memory does not provide a
good result. The conventional heap is able to split up large memory
blocks in multiple smaller blocks.

The first three rules are simple. In most cases variable memory works very well
but there are cases where the conventional heap works better. One of the
weaknesses of the variable memory blocks is that allocated memory of a certain
size will never be re-used if there is no other request in that range. The
conventional heap will re-use that, but this also means that it will not be
deterministic and external fragmentation is introduced.
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9.4.

The best way to handle memory allocation is to start with variable memory and
see if that works. This is the best situation in 99% of the cases. If this does not
work, look at how much memory is allocated in pools that are not used
anymore. Then see if it is possible to solve that. If that does not work, use the
conventional heap. It is possible to use the conventional heap and the variable
memory pool, side by side. Just keep in mind, the conventional heap may work
fine in the beginning but could fail later because of external fragmentation from
the conventional heap.

Using malloc(), free() and realloc()

There are two options to implement malloc(), free() and realloc(). Use variable
memory or use the conventional heap. To use malloc(), free() and realloc() with
the conventional heap you just have to specify the heap size as described
previously. To use malloc(), free() and realloc() with variable memory blocks
include the file gMalloc.c in your project. This file contains the code to use the
variable memory blocks from malloc(), free() and realloc().
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9.5. Allocation and De-Allocation Speed

The following table describes the operation and the speed of the operation:

Operation on memory Speed!®> | How flexible?

Allocate from Heap 12 No free option

Allocate Fixed Memory Block 22+(N/8) Fixed blocks must be created.
They are very deterministic and

Free Fixed Memory Block 7 depends on N® an interrupts.
Allocate Variable Memory 12 or 20*7 | 100% deterministic if allocated
Blocks by pool by pool
. Very flexible and reasonably
ﬁlll)cz:ckaltje \;?géable memory 382-?-2t$N deterministic if allocated by
Y size. This depends on N®
Free variable memory block 10 (number of pools in use)

The developer has the ability to control the memory environment completely. It
is possible to populate Variable Memory Pools to the required size so they can be
allocated with the pool address. This gives a 12 cycle allocate speed and a 10
cycle de-allocate speed.

Under normal circumstance the Variable Memory Blocks gives the best
combination of flexibility, performance and is reasonably determinist. We advise
to use Variable Memory Blocks and only change this if the application makes it
necessary.

If you know that the memory is never freed, use the heap. It is the fastest
memory allocation algorithm.

Q-Kernel memory allocation is fast and simple.

15 The number is the number of cycles from the start of the function including 3 cycles for the return statement.
This is the exact nhumber of cycles for the 16 bit version and a relative number for the 32 bit version.

8 Fixed memory blocks can be used from interrupts and it is possible that an existing request is interrupted by
another request. There is a possibility that the interrupted request must retry. The first block takes 22 cycles and
the 32" block takes 22+(32/8) = 26 cycles. The Free operation is always deterministic.

17 If there is no block in the pool the block will be allocated from the heap. The developer can create enough
memory blocks during initialization to guarantee that the heap is never used. That gives a fixed 12 cycle allocation
time. The Free operation is always deterministic.

8 The N is for the number of pools in use. The mechanism first has to find the correct pool based on the size and if
it does not exist it has to allocate it from the heap. So if there are 10 pools the allocation speed is 29 to 58 cycles
and the free operation is a fixed 10 cycles.
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9.6. Memory Functions

Function Description

gFixAlloc() Allocates a memory block from a fixed memory pool and

returns a pointer to the memory.

gFixAllocClr()

Allocates a memory block from a fixed memory pool,
clears it and returns a pointer to the memory.

Creates a Fixed Memory Pool and initializes its internal

qFixCreate() structure. Returns a pointer to the pool.
FixClose() Closes a Fixed Memory Pool and returns the memory to
q the Variable Memory Pool.
. De-allocate a fixed memory block and returns it to the
gFixFree()

pool.

gHeapAlloc()

Allocate memory from the heap.

qHeapSize()

Return the size of the heap.

gMemAlloc()

Allocate a memory block based on size.

gMemAllocCIr()

Allocate a memory block based on size and clears the
memory.

gMemAllocFast()

Allocate a memory block based on the pool.

gMemAllocFastClr()

Allocate a memory block based on the pool and clears
the memory.

gMemFree() De-allocate a memory block and returns it to its pool.
Returns the pointer to a memory pool based on the size.

gMemPool() If a pool with that size does not exist the function
creates the pool.

gMemPoolAdd() Add memory blocks to a memory pool. The memory is

allocated from the heap.

gMemPoolNext()

Get from an existing memory pool the next memory
pool.

gMemPoolSize()

Get the size of memory block from a memory pool.
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9.7. Example Memory Allocation

The following example creates a memory pool and allocates a memory block by
pool and by size:

typedef struct {
int Count;
long total;
char insert[1l0];
} mydata;

void foo () {
mydata datal,data2;// define the structure
gtMPL mpl; // define pointer to the pool
gqtMPL mpl=gMemPool (sizeof (mydata)) ;
// Create pool required for ..
// ..fast allocation by pool
datal=gMemAlloc (sizeof (mydata)) ;
// allocate block by size
data2=gMemAllocFast (mpl) ;
// allocate block by pool
gMemFree (datal) ; // free the memory
gMemFree (data2) ; // free the memory
}i

As shown in the example, datal is allocated by size. A pool for that size is
automatically created. The function gqMemPool() will return a pointer to that
pool. If a pool for that size did not exist it would be created. Then another
memory block (data2) is allocated with the fast method. This is completely
deterministic and very fast. The last two statements free the allocated memory.
It is irrelevant how the memory was created, by block or by size.

The next example shows how to create fixed memory blocks in a thread and
allocates and de-allocates the block in an ISR.

gtFIX fix; // define pointer to the pool

void foo () {
fix = gFixCreate (sizeof (mydata), 50);
}; // Create pool with 50 blocks

// The ISR

qISR(_T2Interrupt) { // 16-bit PIC example
mydata data=qFixAlloc(fix); // Allocate memory
......... // Do work
gFixFree (data) ; // free the memory

}
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10. Power Management'®

Strategies to reduce power can be particularly useful in applications that are
both power-constrained (such as battery operation), yet require periods of full-
power operation for timing-sensitive routines, such as serial communications, AD
conversions, etc. Q:Kernel delivers industry leading power management due to
its Tick-Less operation and its flexible implementation.

Limiting power consumptions can be approached by limiting the clock frequency
of the processor or by stopping the processor and switching to a low power
mode when idle?°, Limiting the clock frequency is not as effective as switching to
a low power mode when idle because most modern processors consume more
power per cycle at a lower clock frequency. The most effective way to limit
power consumption is to work at the maximum operating frequency and put the
processor in sleep mode when idle. This requires an interrupt driven application
without polling. Most competing products are not Tick-Less so the power
savings are limited because the processor must poll’* every 100 pSec to 1
mSec to process its tick.

Q-Kernel is Tick-Less and provides the best
power management of all competitors.

Q-Kernel can help?> the developer to find when the system has processed all
interrupts, fibers and threads and becomes idle and manage power.

The PIC24/dsPIC and PIC32 can operate at 3 power modes?>:

¢ Normal mode means the processor runs at full speed and power
consumption is at a maximum.

e Idle mode stops the processor completely but keeps the device clock
going. While this mode is using more power than sleep mode, it can be a
very good alternative because it gives the user a lot of control like
disabling some of the hardware devices based on requirements.

e Sleep mode stops the processor completely and stops most of the
devices. This mode consumes the least power of all power modes.

19 power management is only available with a full license. Other licenses notify idle mode by calling gNtfIdle().

20 The information provided is general information. We advise the developer to become familiar with the low power
mode for the specific processor.

21 some systems disable the tick. While that limits the power consumption it prevents timing and delays and
involves the implementation of manual processes that need to be developed. Q-Kernel provides all functionality
"out of the box".

22 Can help is an understatement. It is difficult to effectively switch to a low power without an RTOS like Q-Kernel.

23 The deep-sleep mode of some PIC24 processors is not supported. This mode is for very small applications that
have very low wake-up requirements and operate with limited amounts of RAM.
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Q-Kernel is not only optimized to find the moment the system is completely idle
but also detects if there are no future outstanding activation requests that would
be influenced by the power mode. The system also guarantees that the power
mode will not switch when an interrupt is ready to be processed. This could
cause a race condition and would prevent the interrupt from being processed in
time.

Q-Kernel prevents race conditions between
interrupts and power mode switching.

Q-Kernel will notify the developer when the system becomes idle by executing
the notification function gNtfPower()?*. This function includes a parameter that
advises the best power mode and the developer returns the required power
mode to the system. Q-Kernel will check if that power mode is possible and
useful. If the power mode switch is successful the system will be activated by an
interrupt.

The advised power mode will be determined as follows:

Outstanding Yes

Short Delay?

\ IDLE /

Outstanding
Long Delay?

\ SLEEP /

Hardware
RTCC?

\. SLEEP /

\ IDLE /

24 This function will be executed as a fiber. This means that the developer is in a critical section and is shielded
from thread activity.
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10.1.

The notify function must return a power mode that is the same as the advice or
a lower power saving mode. The advised power mode is one of the following:

e Advice is "Sleep". All power modes are possible.
e Advice is "Idle". Possible power modes are Idle or Normal.

e Advice is "Normal". This indicates that an ongoing power mode switch is
aborted and the system will continue operating in Normal mode. The
return value is discarded.

Power management will be disabled if the gNtfPower function always returns
"Normal". This is the default situation because Q-Kernel contains a "weak"
function that always returns “Normal”. The developer must always implement
gNtfPower() if power management is required. The notification function is the
best place to disable peripheral modules to further minimize power consumption.
Please refer to the processor data sheet for more power saving options.

Practical Power Management

The developer should design power management from his application for the
ground up to maximize power savings. Power is not only consumed by the
processor but also by all components on the board and the developer should
understand its power consumption. The system will wake-up from every
interrupt and this can be used in the design. The touch panel in front of a LCD
screen can be used to interrupt the processor and switch on the LCD and back-
light. So the best power savings can be accomplished by designing the
application with power consumption in mind and with the help from Q-Kernel.

While maximum power savings requires “design for power savings”, moderate
savings can be accomplished without much effort. The following example code
enables moderate savings:

gtPWR gNtfPower (QtPWR advise) {
if (advise==gqPWR_NORMAL)// No power mode switch
return qPWR NORMAL; // Then just return
return qPWR_IDLE; // Always set Idle for ..
}; // .. advise sleep or idle

This example will switch to idle mode and keeps all hardware devices running. It
is simple to implement and power savings could be significant depending on the
situation.
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10.2.

10.3.

To limit the power consumption of the processor, the developer can follow the
next guidelines:

e The use of a hardware RTCC saves power because the processor can be
inactive for long times. A 0.5 second interrupt for the RTCC is less
effective because it activates the processor every 0.5 seconds. An
emulated RTCC is the worst solution and results are comparable with a
non-Tick-Less RTOS.

e Using the sleep mode is the most effective power saving option. The idle
mode is a good alternative especially if hardware devices can be disabled.
The developer can control this with the gNtfPower() function.

¢ Never use polling in the application. Use EventSets to combine situations
where a thread needs to wait for multiple actions to occur. Don’t wait on
the first action with a timeout and then test the second action. This is a
form of polling and will use more power.

e Run at the highest possible frequency. The power consumption per cycle
is less at higher frequencies.

How Much Power can be saved?

The reduction of power consumption depends entirely on the application. An
application that is seldom idle can’t save much power because it needs all its
cycles. Applications that are often idle can save more power. Q-Kernel will
always find the idle time and will simplify power management.

Q-Kernel power management is simple. It can
be implemented with one simple function

Interrupt Response Time in Low Power Mode

The interrupt response time provided by the processor is related to the power
mode. In normal power mode the interrupt response time is a few cycles. In idle
and sleep mode there is a wake-up delay that can delay the interrupt response
significantly. Please refer to the processor data sheet for the specific wake-up
delay times.
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11.

11.1.

11.1.1

11.1.2

11.2.

Statistic and Tracking Services

Q-Kernel provides Statistic and Tracking services. While Tracking services are
very limited they can provide useful real-time information. Statistics are more
useful over time.

Fiber and Thread Tracking

Fiber and Thread Tracking (FTT) is very simple. It provides the developer in real
time when fibers or threads are running. Tracking is a configurable option and is
non-intrusive. The developer provides an address and a bit and Q-Kernel will
set the bit if the thread or fiber is active and clears the bit if the thread or fiber is
inactive. By choosing an address in the Special Function Register range, the
tracking can set a bit in one of the 10 ports and this information can be showed
on a logic analyzer or as a trigger signal of a logic analyzer.

Tracking is configurable and non-intrusive. It
does not change the applications timing.

The tracking functions accept two parameters. One is the address and one is the
bit number (0 to 15/31).

Q-Kernel will just set or clear the bit in a specific address and the developer is
responsible to set the correct TRIS value if the address is specified in the I0 port
range.

Fiber Tracking

The fiber tracking functions enable or disable fiber tracking. The following fiber
activity can currently be tracked:

e gFbrTrackScheduler() tracks the Q-Kernel scheduler.

e gFbrTrackQueued() tracks queued fibers. Which queued fiber is executed
is not available.

e gFbrTrackPrioX() track priority fibers. The X is the priority value 1 to 4 so
all priority fibers can be tracked individually. This powerful feature can
give a good indication of how heavy data load function work in real life.

Thread Tracking

Every thread can be tracked individually be executing the function qThrTrack()
with the TCB, address and bit humber. When the thread is running the bit is set
to one and otherwise it will be 0.

The idle thread can also be included in the tracking. By specifying null as TCB in
the function qThrTrack() the developer can set the tracking for the idle thread.

Switch Notification

Another form of tracking is the switch notification. This can be enabled with the
functions gKrnSwitchNotificationOn() and disabled with the off variant. If switch
notification is on, the system will call gNtfSwitch(). The two arguments are the
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11.3.

current thread and the next to run thread. The developer can write code to solve
difficult to find issues. Because the notification function is a normal function,
running as a fiber the developer can code extensive tracking mechanisms for
debugging purposes. This type of tracking is intrusive.

Switch Notification is intrusive.

This functionality can also be used to make variables thread aware.

Statistics

Q-Kernel provides the developer of an application with thread and fiber
statistics. The service will measure the total number of cycles used by every
thread, individual and for the fibers combined. This information is used to
calculate how much CPU time is used by every thread, individually and fibers in
total as percentage of the total. The information is gathered every second, called
a lap, and a notify function is called (gNtfStat()) for interaction with the statistic
system at the end of a lap.

The developer has to configure statistics and the gathering of statistics starts
with the execution of gKrnStatOn(). The function will allocate memory for the
thread counters and temporary storage. This memory, 24 bytes per thread, will
be de-allocated if the gathering of statistics is disabled with gKrnStatOff(). All
counters will be cleared.

The algorithm used does not use much CPU time itself and the statistics are very
accurate. Inaccuracy is introduced by interrupts®® and closing a thread?®®.

The following statistic information is available:
e Total humber of cycles for threads and fibers since enabling statistics.
e Number of cycles since the last lap for threads and fibers

e Percentage of the total per lap. The return value of the functions is an
integer between 0 and 10000 meaning 0% and 100.00%.

The lap information is only related to the latest lap and is preserved while
information is gathered during the next lap. Because the lap time is fixed to 1
second the information is available 1 second after the notify function is
executed. So it is definitely possible to let a low priority thread do all the work.
That thread should be activated by the gNtfStat() function.

Statistic services are intrusive.

% Time spend in interrupts is counted to the tread or fiber that was interrupted. This is no problem because
interrupts are very light and don’t use much CPU-time. The design philosophy of Q-Kernel is to keep interrupts as
short as possible and do the bulk of the work in fibers.

26 If a thread is closed within a measuring period the time spend by the thread is counted as it was spend by the

fibers.
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Statistics and Tracking Functions

Tracking Function

Description

gFbrTrackScheduler()

Enables/Disables tracking for the scheduler

gFbrTrackQueued() Enables/Disables tracking for the queued fibers
gFbrTrackPrioX() Enables/Disables tracking for the priority fibers
qThrTrack() Enables/Disables tracking for a thread.

Switch Notification
Function

Description

gKrnSwitchNotificationOn()

Enables switch notification

gKrnSwitchNotificationOff()

Disables switch notification

gNtfSwitch()

Function provided by developer and called from
the scheduler during a thread switch.

Statistic Function

Description

gFbrStatLapCycles()

Returns the number of cycles during the last "lap
for all fibers and scheduler.

gFbrStatLapPerc()

Returns the percentage of CPU time during the
last "lap" for all fibers and scheduler.

gFbrStatTotalCycles()

Returns the total number of cycles since the start
of the statistic gathering for fibers and scheduler.

gKrnStatOff() Ends statistic gathering.

gKrnStatOn() Starts statistic gathering.

gNtfStat() er:s ggtgc;?ii?g;lﬂhction that will be called at the
qThrStatLapCycles() ;itgggssgziizz??ﬁrregz.cycles during the last "lap"
qThrStatLapPerc() Returns the percentage of CPU time during the

last "lap" for the specified thread.

gThrStatTotalCycles()

Returns the total number of cycles since the start
of the statistic gathering for the specified thread.
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12.

12.1.

Q-Kernel Services and Objects

A large number of Q:Kernel services are available for communication,
synchronization and to manage memory, threads, fibers and lightweight threads.

Almost every service uses an object to identify the service and to communicate
with the service. The objects have a structure that is partly available for the
application but are mostly used internally by Q-Kernel.

The different object types are listed below with their data type:
e Critical Sections (no object)
e EventSets (qtEVT)
e Fibers (no object)
¢ Managed Messages (qtMSG)
e Memory Pools (variable) (qtMPL)
e Memory Pools (fixed) (qtFIX)
e Mutexes (qtMTX)
e Pipes (qtPIP)
e Queues (qtQUE)
e Semaphore (qtSEM)
e Threads (qtTCB)
e Timers (qtTMR)

All objects are type safe. This means that errors are found at compile time
instead of run-time which saves development time. Type safe objects don't
degrade performance. Q-Kernel still checks the validity of the object to prevent
the use of the object when it is in an invalid state.

Q-Kernel objects are type save which will
shorten development time.

Dynamic Object Management and Naming

Most service objects®’ need to be created before they can be used. Q-Kernel
handles object dynamically so they can be returned to the pool.

The dynamic resource creation has a number of important benefits. It allows the
developer to save resources, mainly RAM, because threads or other objects that
are not used anymore can be closed and the resources are returned to the
resource pool.

27 Critical Sections and fibers are exceptions because the administration is maintained within Q-Kernel and they
are always available so the developer does not have to create them and open and close functions are not required.
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Multiple threads, fibers, lightweight threads and interrupts use the same objects.
One thread will use a queue to send messages and another thread will read that
message from the same queue so they must use the same object. Traditional
products store the object pointer in a global variable. This means that the
developer has to synchronize the use and the creation of the object. Q-Kernel
solves this problem by supplying a "Create" and an "Open" function. The "Open"
function waits until the object is created. We advise the use of local variables
(type save pointers) to store the object (pointer).

The ability to search for an object and
synchronize it with the create is very
powerful and simplifies development.

During creation, the object can be given an optional®® name. This name can be
used by other threads, fibers or lightweight threads to find the object. The
following resource objects implement open services.

e EventSets (gEvtCreate() and gEvtOpen())

e Memory Pools®®* (gMemPool())

e Mutexes (gMtxCreate() and gMtxOpen())
e Pipes (gPipCreate() and gPipOpen())

e Queues (gQuecCreate() and qQueOpen())
e Semaphore (gSemCreate() and gSemOpen())
e Threads (qThrCreate() and gqThrOpen())

e Timers (gTmrCreate() and gqTmrOpen())

The following functions are available:

e The gXxxCreate() function allocates the resource and returns a type save
pointer to the caller. Before the function returns, it will ready threads that
are waiting on the creation of the resource, so it is possible that the thread
will be pre-empted.

e The gXxxOpen() function finds existing resources and returns a pointer to
the object or waits for another thread to create the object. This way the
pointers to those blocks can be local to the thread, fiber or lightweight
thread. The open requires the name of the resource to find the resource.
The name can be defined as a constant string or a literal.

28 Objects that are not named cannot be opened by another user of that object. Shared objects should always be
named. Q-Kernel open functions use the name to find the object. The developer can use the constant gNO_NAME
for readability reasons.

2% Memory pools are not identified by their name but by the size of the blocks in the pool.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 60



Q-Kernel User Guide

12.2.

The gXxxOpenNB() function tries to find an existing resource and returns a
pointer to the object if it exists. If the resource does not exist, it will not
block but will return a null pointer.

The gXxxOpenTO() functions as gXxxOpen() but will limit the wait time. If
the resource is not available within the wait time, it will return a null
pointer.

The gXxxClose() function returns the resources back to resource pool. The
object cannot be used anymore and will be invalidated. This guarantees that
the object cannot be used by accident.

The following example specifies how to synchronize the creation of a semaphore
between two threads. The main thread creates the queue

//

//
...... //

void myThr (void *p) { // Thread
qtQUE pQue; // Local variable
pQue=qQueOpen ('myQuel”);// Get a pointer and wait

// until the queue is created

...... // Do work with it

}

void mainThr (void *p) { // Thread to create queue
gtQUE myQuel; // Local wvariable
gtQUE myQue2; // Local variable

myQuel = gQueCreate ("myQuel” 20);

Create a queue

myQue2 = qQueCreate ("myQue2",10);

Create a second queue
Do work

Time-Out and Blocking Functions

All functions that communicate with services that have the ability to wait until a

resource is available come in 3 variants:

¢ The Standard functions, like gSemAcquire(), will wait until the resource
is available. It does not matter how long that will take. The thread can
only be activated by another thread, fiber or lightweight thread. This type
can only be used by threads, because it requires state. Because this type
does not time-out it does not use the wait-timer or RTCC which can
minimize power use.

e The Non-Block functions, like gSemAcquireNB(), will always return
immediately with two possible outcomes. The resource is acquired and
the function returns success or the resource is not available and the
function does not return success. This type can be used by threads, fibers
and lightweight threads.
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e The Time-Out functions, like gSemAcquireTO(), will return if the
resource becomes available or times out, if the resource is not available
within the timeout time. This type can only be used by threads, because
it requires state. This type can use the wait-timer or RTCC depending on
the time specified. The macros qMSEC() and qUSEC() can be used to
specify the timeout by calculating the number of cycles per millisecond
and psecond. The gSEC()and gDTM() macros will use the real-time clock.
The date time must be set before the qDTM macro can be used because it
compares the specified date-time with the current date and time. There
are some examples below.

gSemAcquireTO (pSem, gSEC(10)) ;
// Acquire the semaphore and timeout
// after 10 Sec Use RTCC
gSemAcquireTO (pSem, gMSEC(10000)) ;
// Acquire the semaphore and timeout
// after 10 seconds Use wait Timer
gSemAcquireTO (pSem, qUSEC (20)) ;
// Acquire the semaphore and timeout
// after 20 microseconds
gSemAcquireTO (pSem, 400) ;
// Acquire the semaphore and timeout
// after 400 cycles
gSemAcquireTO (pSem, gMSEC (100)) ;
// Acquire the semaphore and timeout
// after 100 mSec

The first two examples specify a timeout of 10 seconds. The first one uses the
real-time clock and the second one specifies the delay in cycles. (The macro
calculates the cycles.)

Error Handling

Q-Kernel provides centralized error handling. All errors are defined as fatal
errors, in which the application can’t continue. When a function returns the
developer knows that the operation ended successfully®®. Centralized error
handling minimizes code complexity. These kinds of errors are often coding
errors or the system reaches limitations and can't continue. It is not necessary
to test the result of a function.

All @-Kernel errors have a unique code and this code identifies exactly what’s
wrong. All errors are documented in the reference guide. Some of the optimized
builds limit error checking for performance and size reasons.

Traps like address errors, stack overflow etc. are also detected by Q-Kernel.
Those errors are port specific but are signaled by the same notification function.

30 The term successful means that Q-Kernel did not find any condition that it cannot continue. A function which
times out is in most cases not successful but Q-Kernel defines the outcome as a success because a timeout is a
valid outcome of a wait.
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12.3.2

12.3.3

Application Errors

The Q-Kernel error handling mechanism can be used by the developer to throw
application errors. Errors from 0x0001 to OxOFFF are reserved for application
errors and can be handled the same way as Q-Kernel errors. The developer has
to call gNtfError(MY_ERROR) to throw the error and use the Q@Q-Kernel
mechanisms.

Notification of Errors

Every time an error occurs, the function gNtfError() is called. The developer
must provide the gNtfError() function. The most common and minimal function
is listed below but the developer can easily extend the functionality. Caution is
required because the system can be in an unknown state. The function checks if
there is an error and if that is the case it will call gKkrnError() to reset the
system. The error can be logged after the reset and gKrnInit().

INTU gNtfError (INTU err) { // The function
if (err==0) return err; // if no error return it

gKrnError (err) ; // call the kernel error ..
return err; // .. so it is logged in ..
}; // .. persistent RAM

A simple breakpoint can be set on the entry of the notification function for
debugging purposes.

The developer can also use this mechanism for its own error handling. Q-Kernel
error numbers are always smaller than 0x2000 so other errors can be signaled
by just calling the gNtfError(). This creates complete centralized error handling
and only one error logging mechanism needs to be implemented. Also

Logging of Errors

Most applications require the logging of errors in some kind of non-volatile
memory like flash. This would make it easier to find problems because more
information is available. The problem is that the system is not in a stable state
when the error is notified and it might be impossible to log the error. The
solution for this problem is to call gKrnError() which logs errors in persistent!
memory and then resets the processor. The error information is available after
the initialization phase of Q-Kernel.

The error information is available in the structure gsERR and contains the
following information:

e ErrorNbr This number specifies the type of error. The number has the
following ranges:

o Errors below 0x1000 are application errors and the developer is
responsible for those errors.

31 The term persistent means that the memory is not overwritten by the initialization code after a reset.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 63



Q-Kernel User Guide

o Errors between 0x1000 and Ox1FFF are documented in the
reference manual.

o Errors between 0x2000 and Ox2FFF are port specific errors and
are documented in this guide at the port information.

¢ StackType This value specifies if the interrupt stack is in use (1) or if a
thread stack is in use (0).

e TrapAddress This value specifies at which address (PC) the trap
occurred. This is always a 32-bit address.

e Zone This number indicates in which zone the error occurred.
o Zero means that the error occurred in a thread.

o One means that the error occurred in a fiber or in the Q-Kernel
scheduler.

o Two and higher means that the error occurred in an interrupt
handler and the number specifies the interrupt level.

e pThread This pointer specifies the current thread. If the zone is zero
then this thread initiated the error. If the zone is not zero this is the
interrupted thread.

e UpTime This value specifies the number of seconds the system was up
before the error occurred.

Other information is port specific and is described in the port specific chapters.

Q-Kernel will make a copy of the last error information during the initialization
gKrnlInit() and returns that. This will make it possible to log the information after
the error occurred when the system is stable.

Q-Kernel provides the most complete and
the best error handling in the business

12.3.4 Error Handling Example

The following code snippet saves the pointer to the error information and creates
a special logging thread to log the error. If the error is logged the thread will
remove itself from the system and returns the resources to the resource pool.
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int main (void) { // main entry point
qtERR err = gKrnInit();// Initialize Q-Kernel
if (err) // If err start logging

gThrCreate (0,1logThr,err,256,10) ;
qgThrCreate (0,mainThr,0,256,5) ;
gKrnStart () ; // Start Q-Kernel
}

void logThr (void *p) {
qtERR err = (qtERR)p; // save the pointer to error
......... // Log the error

} // Exit will close the thread

12.4. Structures, Unions and Data Types

One of the goals of Q-Kernel is to let the compiler do as much checking as
possible. Structures will accomplish this and make it difficult to mix data types.
The compiler will flag an error.

12.4.1 Common Structures, Unions and Defines

There are a number of structure definitions®? in gKernel.h file that can be used to
simplify programming and improve compatibility between the different versions

of Q=Kernel.
Str_ucture Explanation
Union
gsVER Version information
quDATE Union specifying a date.

quDATETIME | Union specifying a date-time.

quTIME Union specifying a time.

qulNT16U Union to separate bytes in a 16 bit unsigned integer

qulNT32U Union to separate bytes and 16 bit unsigned integers in a 32 bit
unsigned integer

quINT64U Union to separate bytes, 16 bit unsigned integers and 32 bit
unsigned integers in a 64 bit integer

32 The Q-Kernel objects are also structure definitions but are discussed later in this document.
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There are also definitions in gKernel.h file that can be used to simplify
programming and improve compatibility between the 16-bit and 32-bit versions

of Q=Kernel.

Define Explanation

INT8U Unsigned 8 bit integer (0 to 255)

INT16U Unsigned 16 bit integer (0 to 65,535)

INT32U Unsigned 32 bit integer (0 to 4,294,967,295)

INT64U Unsigned 64 bit integer (0 to 18,446,744,073,709,551,615)

INT8S Signed 8 bit integer (-128 to 127)

INT16S Signed 16 bit integer (-32,768 to 32,767)

INT32S Signed 32 bit integer (-2,147,483,648 to 2,147,483,647)

INT64S Signed 64 bit integer (-9,223,372,036,854,775,808 to
9,223,372,036,854,775,807)

INTU Unsigned integer dependent on the Q-Kernel version. This
type is used in cases where the variable is 32 bit in the 32 bit
version of Q-Kernel, 16 bit in the 16 bit version of Q-Kernel.

INTS Same as above but then for signed variables.

qtDATE Pointer to a quDATE union

qtDATETIME | Pointer to a QuDATETIME union

qtTIME Pointer to a QUTIME union

qtVER Pointer to a qsVER structure

epVOID Pointer to a void in EDS memory (16bit PIC only)

epINT8U Pointer to a INT8U in EDS memory (16bit PIC only)

epINT16U Pointer to a INT16U in EDS memory (16bit PIC only)

epINT32U Pointer to a INT32U in EDS memory (16bit PIC only)

epINT8S Pointer to a INT8S in EDS memory (16bit PIC only)

epINT16S Pointer to a INT16S in EDS memory (16bit PIC only)

epINT32S Pointer to a INT32S in EDS memory (16bit PIC only)

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 66



Q-Kernel User Guide

See the version structure below:

struct gsVER { // Example 3.0-1389
INT8U major; // Major build number 3
INT8U minor; // Minor build number 0
INT16U build; // Build number ios 1389

}i
typedef const struct gsVER* gqtVER;

DateTime example:

union quDATETIME ({

struct {
INT8U year; // BCD codification 0x00->0x99
INT8U rsvd; // Reserved for future use
INT8U mday; // BCD codification 0x01->0x31
INT8U mon; // BCD codification 0x01->0x12
INT8U hour; // BCD codification 0x00->0x23
INT8U wday; // BCD codification 0x00->0x06
INT8U min; // BCD codification 0x00->0x59
INT8U sec; // BCD codification 0x00->0x59

} £; // field access

INT8U int8u[8]; // INT8U access

INT16U intléu[4]; // INT16U access
INT32U int32u[2]; // INT32U access
INT64U int64u; // INT64U access
};
typedef union quDATETIME* qtDATETIME

struct quDATE {

struct {
INT8U wday; // BCD codification 0x00->0x06
INT8U mday; // BCD codification 0x01->0x31
INT8U mon; // BCD codification 0x01->0x12
INT8U year; // BCD codification 0x00->0x99

} £; // field access

INT8U int8ul[4]; // INT8U access

INT16U intléu[2]; // INT16U access

INT32U int32u; // INT32U access

}i
typedef union quDATE* qtDATE
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13.1.

Critical Sections Services

Q-Kernel defines a critical section as a piece of code that accesses a shared
resource (data structure or device) that must not be concurrently accessed by
more than one thread, lightweight thread or fiber. Some synchronization
mechanism is required at the entry and exit of the critical section to ensure
exclusive use.

The Q-Kernel implementation of a critical section suspended thread switching.
This is an effective low cost way of implementing a critical section. It takes 1
cycle to disable the thread switch and it will take a few cycles to resume thread
switching, including testing to see if a thread switch request was queued. If a
thread switch request was queued it will be executed immediately after the
critical section ended. Simple defines are available to implement this behavior.

gCrtEnter () ; // Enter the critical section

if (GlobalData-- == 4) // Do work with global data
GlobalData = 100; // Do more work

qCrtExit () ; // Exit the critical section

Another method to implement a critical section is a mutex. Mutexes are slower
than critical sections but only suspend the thread that wants to access the
critical resource. Critical sections block all threads switching but are much faster.
For this reason critical sections should be kept as short as possible.

Critical Sections should not run longer than
a few hundred uSeconds.

It is not necessary to use critical sections within fibers because fibers can never
be interrupted by threads or lightweight threads. It is as if fibers always run
within a critical section.

Critical sections can be nested up to thousands of levels. The developer only has
to keep track that every qCrtEnter() has a qCrtExit() in all flows.

Critical Sections can’t be used to protect data that
must be shared with Interrupt Service Routines

Critical Sections and Interrupts

As stated above critical section can’t be used to share data between ISR’s and
other parts of the system. Most Real Time Operating Systems use critical
sections that disable interrupts for synchronization. Q-Kernel implements the
“Segmented Interrupt” architecture to prevent disabling of interrupts. The
synchronization can be done in any fiber type but most commonly used is the
queued fiber because it allows data exchange.
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EventSet Services

Threads and fibers can use EventSet objects in a number of situations to notify a
waiting thread about the occurrence of mix of events. EventSets are groups of
16 or 32 binary flags that describe conditions. Threads can wait for those flags
(conditions) to be set. For example, a thread waits for any of 6 conditions when
it has to close a valve. Other threads or fibers can set one or more conditions.

EventSet complements the event features of threads. Thread events belong to
the thread and only that thread can wait on the thread. Multiple threads can wait
on these events. Use these events only if multiple threads need to wait on the
EventSet, because thread EventSets are faster and require less overhead.

A thread uses the gEvtCreate() function to create an EventSet object. The
creating thread specifies the initial state of the flags and also specifies a name
for the event object. Threads can open an existing EventSet object or wait for an
EventSet object by specifying its name in a call to the qEvtOpen() function.

Multiple threads can wait on any combination of event flags in one events set.
This is very flexible. The threads can also automatically clear the flags it's
waiting for. So the event wait options are:

e QgWAIT_ALL means wait until all flags are set. This is also called the AND
scenario.

e gqWAIT_ALL_CLEAR means wait until all flags are set and if this situation
occurs reset the flags that the thread is waiting for.

e gWAIT_ANY means wait until one of the flags is set. This is also called the
OR scenario.

e qWAIT_ANY_CLEAR means wait until one of the flags is set and if this
situation occurs reset the flag(s) that triggered this operation. So not all
flags that the thread was waiting for are reset.

When a thread signals an events set, any number of waiting threads that specify
the same event object in one of the wait functions, can be released. If more than
one thread is released, the thread with the highest priority is selected to run.

The implemented signaling algorithm allows multiple threads to wait with the
clear option. This is a significant difference with competing products because
they clear flags during the signaling process and that makes signaling
unpredictable for other threads or limits the functionality.

Fibers can also be used with EventSet services. They can use all functions with
the exception of wait type functions.

Signaling an EventSet is possible from an interrupt, fiber or thread. This
contributes to the flexibility of the events sets.

Events can be signaled from Interrupt
Service Routines (ISR)
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14.2.

EventSet Functions

Function

Description

gEvtClear()

Clear event flags in an EventSet

gEvtClose()

Close an EventSet

gEvtCreate() Create a new EventSet

Return the existing EventSet or wait until an EventSet with
gEvtOpen() .

that name is created.
GEVtOpenNB() Return the existing EventSet with that name or return null

if the EventSet with that name does not exists.

gEvtOpenTO ()

Return the existing EventSet or wait until an EventSet with
that name is created with time out.

gEvtSignal()

Sets events flags in an EventSet and signal from a Fiber,
Thread or Lightweight Thread

gEvtSignalISR()

Sets events flags in an EventSet and signal from an ISR

gEvtwait()

Wait for ALL or ANY event flag to be set in the EventSet

gEvtWaitNB()

Check for ALL or ANY event flags to be set in the EventSet

gEvtWaitTO()

Wait for ALL or ANY event flag to be set in the EventSet
with time-out

EventSet Example
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15.1.

Mutex Services

A mutex object is a synchronization object to provide threads access to shared
resources. Only one thread at a time can own a mutex object, whose name
comes from the fact that it is useful in coordinating mutually exclusive access to
a shared resource. For example, to prevent two threads from writing to a serial
LCD at the same time, each thread waits for ownership of a mutex object before
executing the code that writes to the serial LCD. After writing, the thread
releases the mutex object.

Fibers can’t lock mutexes because mutexes
are owned by threads.

A thread uses the gMtxCreate() function to create a mutex object. The creating
thread can request immediate ownership of the mutex object and can also
specify a name for the mutex object.

Threads can open an existing mutex object or wait until the object is created by
specifying its name in a call to the gMtxOpen() function.

Any thread with a handle to a mutex object can use the qMtxLock() function to
request ownership of the mutex object. If the mutex object is owned by another
thread, the wait function blocks the requesting thread until the owning thread
releases the mutex object using the gMtxUnlock() function. The return value of
the wait function indicates whether the function returned with the state of the
mutex being locked or it timed-out. If more than one thread is waiting on a
mutex, the thread with the highest priority is selected.

After a thread obtains ownership of a mutex, it can specify the same mutex in
repeated calls to the wait-functions without blocking its execution. This prevents
a thread from deadlocking itself while waiting for a mutex that it already owns.
The thread only has to call the gMtxUnlock() once to release ownership of the
mutex.

If a thread owns a mutex only that thread can unlock the mutex. This means
that it is impossible to unlock the thread from an ISR or fiber.

Priority Inversion

In scheduling, priority inversion is the scenario where a low priority thread holds
a shared resource that is required by a high priority thread. This causes the
execution of the high priority thread to be blocked until the low priority thread
has released the resource, effectively "inverting" the relative priorities of the two
threads. If some other medium priority thread attempts to run in the interim, it
will take precedence over both the low priority thread and the high priority
thread. Q-Kernel implements the priority inheritance algorithm to eliminate
priority inversions.

Multiple related locks can be a problem in any design. Q-Kernel implements the
priority inheritance algorithm but that does not guarantee that all priority
inversion and dead-lock problems are solved.
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The best strategy for solving priority inversion is to design the system so that
inversion can't occur. Although priority inheritance prevents unbounded priority
inversion, the protocol does not prevent bounded priority inversion. Priority
inversion, whether bounded or not, is inherently a contradiction. You don't want
to have a high-priority thread wait for a low-priority thread that holds a shared
resource.

Alternatives

Note that critical sections provide a similar service to that provided by mutex
objects, except that a critical section prevents thread switching while a mutex
blocks thread execution of the threads that are waiting for the mutex. Mutexes
are more selective compared to critical sections but they are significantly slower.
Use mutexes if the time to execute the critical section exceeds 200 pSec. Critical
sections are the best solution to provide shared access to memory. Another
interesting fact is that fibers always run as if they run inside a critical section so
you don’t have to use critical section.

Mutex Functions

Function Description

gMtxClose() Close an existing Mutex

gMtxCreate() Create a new Mutex

gMtxLock() Lock an existing Mutex

qMtxLockNB() Lock a existing Mutex without blocking

qMtxLockTO() Lock a existing Mutex with time-out
Return the Mutex by name or wait until a Mutex with that

gMtxOpen() -
name is created.

gMtxOpenNB() _Get an existing Mutex or wait until a Mutex with that name
is created.

qMtxOpenTO() Return_ the Mutex t_:y name or wait until a Mutex with that
name is created with time out.

gMtxUnlock() Unlock a locked Mutex

Mutex Example
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16.

Semaphore Services

Conceptually, a semaphore maintains a set of permits. When a permit is
acquired the number of permits is decremented if no permit is available. A
release of a permit adds a permit, potentially releasing a blocking acquirer. If
more than one thread is waiting on a semaphore, the thread with the highest
priority is selected.

No actual permit objects are used; the semaphore just keeps a count of the
number available and acts accordingly.

Semaphores are often used to restrict the number of threads that can access
some (physical or logical) resource or protect access to a resource that contains
multiple entities.

A thread or fiber uses the qSemCreate() function to create a semaphore object.
The creator specifies the initial number of permits and a name for the
semaphore object. Threads can open an existing semaphore object or wait until
the semaphore is created by specifying its name in a call to qSemOpen()
function.

Permits can be released from an Interrupt
Service Routines (ISR)

Semaphores are the fastest synchronization mechanism. Semaphore functions:

Function Description

gSemAcquire() Acquire a semaphore

gSemAcquireNB() | Acquire a semaphore without blocking

gqSemAcquireTO() | Acquire a semaphore with timeout

gSemClose() Close an existing semaphore

gSemCreate() Create a new semaphore

gqSemOpen() Open an existing semaphore or wait until it is created
qSemOpenNB() Open an existing semaphore no blocking
qSemOpenTO() Open an existing semaphore with time-out
gSemPermits() Returns the number of permits

Releases a permit from a Fiber, Thread or Lightweight

gSemRelease() Thread

gSemReleaselSR() | Releases a permit from an ISR
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Semaphore Example

The following example opens a semaphore and acquires a permit on the
semaphore with a 2 second timeout.

gtSEM pSem

pSem = gSemOpen ("APS") ; // Open expect that
// semaphore is created
// Do other things

if ('qSemAcqulreTO(pSem gMSEC (2000))) {
// No access in 2 sec
} // Handle error

//1f here we have the access point so do work
// Do other things

The following code releases a permit on the semaphore which will activate the
waiting thread.

qISR(_INTOInterrupt) ({
_INTOIF = 0; // Clear the interrupt
......... // Create the access point
gSemReleaseISR (pSemAP) ;// Release an access point

}
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Pipe Services

Pipes allow communication between threads, fibers and ISRs and are designed
to support high speed communication without a lot of thread switching.

Fast ISRs normally operate in the 1 to 10 puSec time frame. A thread operates in
the 1 millisecond time frame, hundreds of times slower than an ISR. Pipes are
designed to connect the two time domains by providing a FIFO buffer for
information storage and exchange.

A good example is an UART driver. A thread or fiber writes information in the
pipe and the transmit ISR reads the data from pipe and writes it in the hardware
register to transmit the character. At a baud rate of 1Mbit a transmit interrupt is
fired every 10 pSec.

If the buffer is (almost) empty the ISR readies a waiting thread and can then
write new information in the pipe. If the size of the buffer is 100 and the ISR
readies the waiting threads after 80 characters the thread will switch every
800 pSec. On a 16 MIPS processor this generates a load of only 2.5%

Pipes offer excellent performance for
integration between ISRs and Threads

Pipes are not just FIFO buffers that allow concurrent reading and writing but
they also must have the ability to block a thread that tries to write to a full pipe
or tries to read from an empty pipe. Also a blocked reading thread must be
activated when there is (enough) information in the pipe and a blocked writing
thread must be activated when the pipe has (enough) space. Q-Kernel provides
a synchronization mechanism that is very flexible so pipes can be used in a lot of
different situations. Sometimes a reading thread must be activated as soon as
one element is put in the pipe. In other cases the reading thread must be
activated when more than 80% of the pipe is full to minimize context switches.
This kind of flexibility can be best realized by notification functions. Those
notification functions are defined during the creation of a pipe and are called
“Notify Reader” and “Notify Writer”. When something is written in a pipe the
reader notification is called and when something is read from a pipe the writer
notification is called. The notification functions can take any action to
synchronize threads or just do nothing and wait until there is more information
in the pipe. The notification functions are called with two parameters; a pointer
to the pipe object and the number of blocks that are written into the pipe or read
from the pipe. This information can be used to handle device information.

So if a reading thread needs to be activated when the pipe is 80% full the
"Notify Reader" function tests every time it is called if the 80% is reached. If the
pipe is less than 80% full it does nothing otherwise it activates a waiting thread.

This type of synchronization can minimize the number of context switches and
can better work in conjunction with hardware queues and DMA. Q-Kernel has a
significant advantage over competitive products because the implementation is
more flexible and minimizes context switches.
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The following block diagram shows how a UART driver would be implemented
with pipes and thread events:

> i PipWrit
< Send <qupRead() Pipe < gPipWrite()
ISR
<. ...........
UART | Notify g Notify Device
Reader Writer [ >
Hard_ ricer .
Driver
ware Thread
| Notify
Not|fy | 4 Reader .................. »
[ Writer [We...;
L O Recv -
» ISR > Pipe >
» qPipWrite() gPipRead()

On the left side are the UART hardware registers and on the right side is the
thread that functions as a driver. There is a pipe for sending information and a
pipe for receiving information. The two ISRs on the hardware side are handling
interrupts (red-line). The blue lines set hardware registers and the green lines
ready the thread. The solid lines specify how data moves.

The block diagram handles four scenarios that are discussed below:

The thread writes with gPipWrite() data in the write-pipe. qPipWrite() will
execute the notification reader which controls the hardware and can
enable interrupts. By doing so the UART will fire the transmit interrupt. If
the thread cannot write the data it waits for a writer event.

The UART fires the Transmit interrupt and activates the send ISR. This
ISR will read information with gPipReadISR() and that function notifies
the notification writer. This function will signal the thread event so the
thread will be readied if it was waiting for the event so it can keep
writing.

The UART receives a character and executes the Receive ISR. This ISR
read the data from the hardware and writes it to the pipe with
gPipWriteISR(). This function notifies the reader and signals the thread
event so it will activate the thread if it was waiting for the pipe to be
filled.

The thread reads with gPipRead() function and if the pipe is empty the
system will wait for the read event. This event will be signaled by the
writer.
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17.1.

17.2.

As seen in the previous example one thread can handle multiple events. It can
just wait on ANY event and will become active if there is something to do.
Q-Kernel has a significant advantage over competitive products because one
thread can not only handle sending and receiving but can handle multiple
UARTS. Most other competitive products require two threads to handle the
scenario above and require 8 threads to handle four UARTS. This saves RAM,
Flash and limits context switching.

One Thread can handle multiple pipes,
limiting RAM, Flash and context switches.

Multiple Readers and Writers

Pipes support multiple readers and writers like threads, fibers, lightweight
threads and ISRs. This make them unique compared to the competition. There is
just one limitation. If an ISR reads from the pipe and another ISR writes to the
pipe, both ISRs must have the same interrupt priority.

Multiple readers and writers introduce some challenges for the RTOS because it
needs to control the pipe atomically. Q-Kernel solved this by creating a block
oriented approach that will work for bytes, or integers and complex structures.
The whole block will be transferred in one atomic operation and guarantees that
structures are transferred as a whole. Competing products work only with arrays
of bytes or integers and can't guarantee that the sequence of bytes and integers
is exactly the same with multiple writers.

While Q-Kernel guarantees that a block is transferred in one atomic operation it
does not guarantee that the reader distinguishes which thread has written which
data block and, therefore, the sequence can be lost. Whether or not this is a
problem depends on the application. It can be solved by adding a sequence
numbers in the data block.

Pipes can also be used without thread synchronization and provide just simple
very fast FIFO queues. Those highly optimized functions are written in assembler
and are very fast.

Using Pipes with Messages

Pipes can be used to transfer messages between threads, lightweight threads,
fibers and interrupts and provide better synchronization control the queues.

Allocating and de-allocating messages and reading from and writing to a pipe
can be done in interrupt service routines because all function operate atomically.
This combined with the powerful synchronization control makes them extremely
fast to bridge interrupts with the messaging infrastructure.

Pipes handle messages as simple integer wide entities (pointers) and store them
in the FIFO queue like any other data element. There is a different function set
for messages because the use count is incremented if a message is placed in the
pipe and only one message can be read or written per function call.

See messages services for more information.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 77




Q-Kernel

User Guide

17.3.

17.4.

Pipe Functions

Function

Description

gPipBlockSize()

Returns the size of the block specified during creation.

gPipClose()

Close an existing Pipe

gPipCreate()

Create a new Pipe

gPipEntries()

Returns the number of entries in the Pipe

qPipGet()

Read one or multiple blocks from the Pipe without calling
the notification routine and thread synchronization.

gPipMaxBlocks()

Returns the maximum number of entries (Blocks) the
Pipe can hold

qPipOpen()

Return the Pipe by name or wait until a Pipe with that
name is created.

qPipOpenNB()

Return the Pipe by name or return null of a with that
name does not exists.

qPipOpenTO()

Return the Pipe by name or wait until a Pipe with that
name is created with time out.

qPipPut()

Write one or multiple blocks into the Pipe without calling
the notification routine and thread synchronization.

gPipRead()

Read one or multiple blocks from a Pipe

gPipReadISR()

Read one or multiple blocks from a Pipe

qPipWrite()

Write one or multiple blocks into the Pipe

qPipWriteISR()

Write one or multiple blocks into the Pipe

Pipe Example

See the Publish/Subscribe example.
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18.

18.1.

Queue Services

The sole purpose of a queue is to exchange messages between threads,
lightweight threads and fibers. Multiple messages can reside in a queue. Queues
are fast because they exchange pointers between threads, and a sending thread
will recognize that there is a receiver and will short-cut the transfer. Competitive
products work differently and are much slower.

Q-Kernel queues are fully automatic and require minimal user intervention.
Messages are placed in the queue in First In, First Out (FIFO) order. If the queue
is full and the sender wants to send, the sender will be blocked until there is
space in the queue. If the queue is empty and a receiver tries to receive it will
be blocked until the queue contains at least one message. This method is very
simple and strait forward.

Queues are very simple to use

Queue Functions

Function Description

qQueClose() Close an open Queue

qQueCreate () Create a new Queue

qQueOpen() Open an existing queue and wait if the queue is not
created

qQueOpenNB() Open an existing queue without blocking

qQueOpenTO() ?rizgeznvﬁ:;st:;ge(q)ﬁfue and wait if the queue is not
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18.2. Queue Example

In the following example one thread creates a queue and sends a message. The
other thread will receive the message.

[ ] === e e e -
// Thread code sending thread
/] m -
qtQUE pQue
qtMSG pMsg
pQue = gSemCreate("Que",6); // Create with max 6
// entries
pMsg = gMsgAlloc(10); // create a 10 byte mes
pMsg->Data[0] = mydatal; // £ill some data
e // £ill rest of data
gMsgSend (pQue, pMsgqg) ; // send the message
e // Do other things
gMsgFree (pMsg) ; // Free the message
}
/==
// Thread code receiving thread
/==
qtQUE pQue
qtMSG pMsg
pQue = gSemOpen ("Que") ; // Open and wait until
// queue is available
PMsg = gMsgReceive (pQue) ; // receive message
if (pMsg->Data[0] == 1) { // handle data
o e e // Do other things
}
gMsgFree (pMsgq) ; // Free the message
}
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19.

Publish/subscribe services

Publish/subscribe (or pub/sub) is a messaging pattern where senders
(publishers) are unaware of specific receivers (subscribers). Subscribers express
interest in one or more messages, and only receive messages that are of
interest, without knowledge of what, if any, publishers there are.

This decoupling of publishers and subscribers is called loosely coupling and has a
number of advantages:

e A change in one module does not force a ripple-effect of changes in other
modules. Developing and maintaining software requires less effort and
time due to the decreased inter-module dependency.

e It will be easier to reuse software because there are fewer dependencies.
A software module will be easier to test because dependent modules do
not need to be included.

e No changes are required if the number of subscribers or publishers
changes.

e This pattern promotes agility because a change in the application does
not require that all software modules have to be changed and re-tested.

The Q@-Kernel implementation of pub/sub is very simple to implement. A
publisher creates a publish object with the function gPubCreate(). Every publish
object has a name and other publishers and subscribers can get access to this
publication by opening the object by name.

Subscribers can subscribe to a publication and specify the message delivery
method. The message can be delivered by calling a delivery function, by sending
it to a queue or writing it into a pipe. Depending on the required delivery method
the subscriber has to use one of the following functions, gPubSubscribeFun(),
qPubSubscribePip() and gPubSubscribeQue(), to subscribe to a publication.

e Use the function delivery method to decouple the time domains from
publisher and subscriber. This means that messages can be lost. A good
example is the measurement every millisecond of a tank level. A display
doesn’t have to update this level every millisecond so the delivery
function just gets the level and updates a global variable. The display is
updating the information every second and it just uses the global variable
with the value of that time. The publisher (tank-level) and subscriber
(display) have different time domains, millisecond versus second, bridged
by the pub/sub mechanism.

e Use the pipe delivery method when no information can be lost and the
developer needs full control over the information flow. Pipes provide
better control to limit thread switching.

e Use the queue delivery method when no information can be lost but the
load is limited so full control of the information flow is not required.

Messages are published with the function gMsgPublish() and the payload is a
Q-Kernel message (qtMSG). The Q@Q-Kernel message infrastructure helps the
developer with the life-time of the message. Every individual subscriber just has
to free the message when done and @Q-Kernel will manage the life-time. Every
subscriber will receive this message in a queue, pipe or by a delivery function
depending on the delivery method.
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¢ When a message is published and the delivery method is “pipe” Q-Kernel
will write the message into the pipe with the function qMsgWrite(). The
subscriber can read the message with the function gMsgRead().

e When a message is published and the delivery method is “queue”
Q-Kernel will queue the message with the non-blocking function
gqMsgSendNB() because it can't preempt. The subscriber can read the
message with one of the queue receive functions gMsgReceive(),
gMsgReceiveNB() and gMsgReceiveTO().

e When a message is published and the delivery method is a “delivery
function” Q=Kernel will call the delivery function with the message as
parameter. Depending on the internal state Q-Kernel will call the
function in a critical section or as a fiber to prevent collisions. In both
cases the delivery function can only use non-blocking functions.

In all cases the subscriber has to free the message.

Subscribers functions (subscribed with gPubSubscribeFun()) are always executed
within a critical section and sometimes as a fiber. For that reason blocking
functions are not allowed in those functions.

19.1. Pub/sub functions
Function Description
gPubCreate() Create a publication based on a name
gPubClose() Closes a publication and all its subscribers
qPubOpen() Ope_n a publication and wait until the publication is
available
Open a publication and wait until the publication is
qPubOpenTO() available with timeout
qPubOpenNB() Open a publication without blocking
qPubSubscribeFun() Subscribe to a publication with a delivery function
qPubSubscribePip() Subscribe to a publication with a pipe
qPubSubscribeQue() Subscribe to a publication with a queue
qMsgPublish() Publish a message to the subscribers.
gMsgPublishISR() Publish a message to the subscribers from an ISR.
19.2. Pub/Sub Example

The following example uses a publisher that send messages to 3 subscribers, a

function, a queue and a pipe.
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INTU gNtfError (INTU err) { // Standard error handling
if (err==0) return err;
gKrnError (err); // During testing set breakpoint
return err; // in production resets

}

int main() {
gKrnInit () ; // Initialize Q-Kernel
qThrCreate ("Thrl" ,Thrl,0,256,10); // Function subscr
qThrCreate ("Thr2",Thr2,0,256,20); // Queue subscr
qThrCreate ("Thr3",Thr3,0,256,30); // Pipe subscr
qThrCreate ("Thr9" ,Thr9,0,256,90); // Publisher
gKrnStart () ; // Never returns here but the..
return O; // ..return 0; prevents warnings

A standard Q-Kernel application with a gNtfError() for error handling that will
reset the processor and a main that creates 4 threads. Thread9 has the highest
priority so the start will continue at thread 9.

void Thr9 (void *p) {
qtPUB pub;
qtMSG msg;
int n;

pub = gqPubCreate("Pub"); // create the publisher

qThrSleep (QMSEC (1)) ; // other threads can start
for (n=0; n<10000; n++) { // do 10000 times
msg = gMsgAlloc(2) ; // Allocate a message
msg->Data[0] = n; // Put counter in data
gMsgPublish(pub, msg); // Publish the message
gMsgFree (msqg) ; // Free the message
qThrSleep (QUSEC (45)) ; // wait 45pSec
}

}

The thread starts with creating the publication. The name is “"Pub” which is used
by the subscribers. A for loop is used to send the messages. In the loop a
message is allocated, a counter is moved into the message and the message is
published. The message is freed because this thread is done with it. We wait
some time to mimic normal behavior.

As you can see this thread does not have any knowledge of subscribers. This is
real loosely coupling and if this thread measured a temperature, every
subscriber could use this value. This module exists on its own and has to be
tested only once and does not have to change when the application changes.
The example is very simple but this could be a complex measurement and/or
calculation module that can be re-used without testing.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 83



Q-Kernel User Guide

19.2.1 Subscriber is a function

int Counterl = 0; // counter for verification

void myFun (void *dummy, gtMSG msg) {
if (Counterl++!=msg->Data[0]) {
gNtfError (1) ; // give error if failure

}
gMsgFree (msg) ;

}

void Thrl (void* p) {
gtPUB pub = gPubOpen ("Pub") ;
gPubSubscribeFun (pub,myFun) ;
}

Thread 1 is started and is going to open the publication and subscribes to the
publication with a function. Because the thread ends, Q-Kernel will return all its
resources to the resource pools. The function does all the work.

The function will be called when a message is published. The function just
checks if the counter matches the expected value but in a real application the
function can do useful work. Because the message is managed it looks like this
function just owns the message and when done it can free it.

The message can be published by a thread, fiber or ISR. Even if an ISR
publishes the message it will never run in an ISR. In all case it will run in a
critical section, meaning that no blocking functions (waiting) are allowed.

19.2.2 Subscriber is a queue

A subscriber as queue is the simplest solution to code.

void Thr2 (void* p) {

INTU cnt = 0;
qtMSG msg;
qgqtPUB pub = gPubOpen ("Pub") ;
gtQUE que = gQueCreate(0,10) ;
gPubSubscribeQue (pub, que) ;
while (1) {

msg = gMsgReceive(que); // wait until message

if (cnt++ !'= msg->Data[0]) {

gNtfError (2) ; // give error if failure

}
gMsgFree (msqg) ;

Thread 2 opens the publication, creates a queue and subscribes the publication
to the queue. After initialization it runs an endless loop where it just waits for
messages to be received and process the message. Also here it looks like the
message is owned by the thread, while in reality it is shared with other threads.
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19.2.3 Subscriber is a pipe

A subscriber can use a pipe to execute the messages in the thread but limit
thread switching. To do this it waits until the pipe is 80% full. Compared to
queues this requires more coding but creates more control over thread switching
for a better performance.

int Counter2 = 0; // counter for verification

void myNtfReader (qtPIP pip, INTU entriesDone) ({
if (gPipEntries (pip)>=8 || entriesDone==0)
gThrResume (qQThrOpenNB ("Thr3")) ;
}

void Thr3(void* p) {
qgqtPUB pub = gPubOpen ("Pub") ;
gtPIP pip = PipCreate(0,2,10,myNtfReader,0) ;
gPubSubscribePip (pub,pip) ;
while (1) {
qgqtMSG msg = gMsgRead (pip) ;
if (msg) {
if (Counter2++!=msg->Data[0]) {
gNtfError (3) ;
}
gMsgFree (msqg) ;
}
else {
qThrSuspend () ;
}

Thread 3 opens the publication, creates a pipe and subscribes the publication to
the pipe. After initialization it runs an endless loop where it tries to read a
message. If there is no message it suspends itself and relies on the reader
notification function to be resumed.

During the creation of the pipe a read notification function will be defined. This
function will be called when something is written in the pipe by the publisher.
When there are 8 or more entries in the pipe it will resume the thread. If that is
not the case it just returns. This behavior will limit the thread switching and will
make the whole system faster. This example prevents 8 context switches.

Also note that the function resumes the thread when entriesDone==0 to handle
the case when the pipe will be closed.
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20.

Message Services

Messages are an essential part of Q-Kernel because they can be used to
transfer information from threads, lightweight threads, fibers and interrupts.
While most competitive products implement sending and receiving of messages,
Q-Kernel supports a much more comprehensive approach to transferring
information.

Q-Kernel implements several mechanisms for transferring information:
e Queues for simple information exchange
e Pipes for maximum queue control and ISR support

e Publications for loosely coupling of software modules and to promote re-
use and agility

All those mechanism require the management of messages. Q-Kernel will
manage the messages by keeping track of a use count with every message. The
use count defines how many software entities, mostly threads, are using the
message. After creation, the message count is 1. The use count is incremented if
a message is sent to a queue, written in a pipe or publishes to subscribers
because it has been made available to others. If a software component de-
allocates the message, qMsgFree(), the use-count is decremented. Both sending
and receiving threads need to de-allocate the message before the use-count
reaches 0 and the object is returned to the memory pool.

The only alternative to managed message is to send messages by value,
meaning that messages will be duplicated. This adds a lot of overhead if the
messages are large and don’t provide any solution for publishing messages
because in that case the amount of interested parties in the message is
unknown.

The following example describes the simplest case of a sender and a receiver.
Without managed messages the priority of the sender and receiver defines who
needs to de-allocate the message.

The normal sequence of operation for a sender is as follows:
1. Sender allocates a message
2. Sender fills the message with data
3. Sender sends the message
4

Sender de-allocates the message (if the receiver has a higher priority)

The receiver does the following:
1. Receiver request to receive a message
2. Receiver receives the message
3. Receiver read the data and does whatever it needs to do
4

Receive de-allocates the message (if the sender has a higher priority)

The sender needs to de-allocate the message if the receiver has a higher priority
and the receiver needs to de-allocate the message if the send has a higher
priority. With Q-Kernel both sender and receiver de-allocate the message and
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this guarantees that the message is freed-up and the message is returned to the
resource pool.

Every thread handles the message as if it totally owns the message and does not
have to synchronize with other threads. Q=-Kernel will handle this transparently.

Message can be handled as if every thread
owns the message.

Messages can be allocated from Variable Memory Blocks or Fixed Memory
blocks. Messages created from Fixed Memory Blocks can be allocated and de-
allocated in Interrupt Service Routines.

e Allocation from Variable Memory is simple. The allocation is based on
the required size and the system returns a pointer to the message.

e Allocation from Fixed Memory can be done in interrupt service routines
and requires a fixed memory pool address. The function gMsgFixCreate()
creates a fixed memory pool for messages and returns a pointer to that
pool that can be used later to allocate messages.

A newly allocated message has a use count of one, because it is only used by
the unit that allocated it. If a message is sent by queue or pipe the use-count is
incremented. This means that the message cannot be written before at least one
user of the message, de-allocates the message. If a message use-count is
greater than one, others rely on the content of the message and it cannot be
written. If one of the users de-allocates the message the other user can now
write it. If both users de-allocate the message it is returned to the pool.

The structure that controls the message is qgsMSG and qtMSG. See the structure
below:

struct gsMSG {

void *Pool; // DO NOT USE

INT8U Type; // DO NOT USE

INT8U UseCnt; // Use count (READ-ONLY)

INTU Datal[]; // READ-ONLY if UseCnt > 1
}; // READ-WRITE if UseCnt ==

typedef struct gsMSG * gqtMSG

It must be clear that the Pool and Type can't be used. The other fields have the
following meaning:

e UseCnt is read-only and has a value of 1 or higher. If the value is 1 the
data can be written. If the value is greater than 1, the data is read-only
because others rely on the information in the message.

e The structure defines the Data as a simple array of unsigned integers.

If the array of integers is not practical the developer can define another
structure to handle information. The best way to accomplish this is to create a
new structure where only the data is a different type. The user has to cast the
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20.1.

message to the new format. All structures are supported because Q-Kernel
guarantees that data is on an integer boundary.

// Define the structure (16bit PIC example)
struct gsMY MES ({

void *Pool; // DO NOT USE

INT8U Type; // DO NOT USE

INT8U UseCnt; // Use count (READ-ONLY)

INT8U Levell;
INT8U Level2;
INT32U Counterl;
INT32U Counter?2;
};
typedef struct gsMY MES * qtMY MES

// Define and allocate
qgtMY MES mes;
mes = (qtMY MES)gMsgAlloc(sizeof (struct gsMy MES-4));

// Send the message
gMsgWrite (pPip, (qtMSG) mes) ;

Messages and pipes

Messages can be exchanged by pipes. Pipes are very powerful First In, First Out
(FIFO) data structures. Pipes give the user full control over the activation of the
reader and writer and are very fast. The combination of pipes and messages is
very powerful because both can be managed in interrupt service routines.
Messages can be sent to threads, fibers, lightweight threads or interrupts. To
create a pipe for exchanging message the size of the block (second parameter)
should be defined as the size of the pointer like sizeof(qtMSG). The third
parameter defines the number of blocks which is in this case the number of
messages.

Message can be allocated in interrupt
handlers and send or received from
interrupt handlers
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20.2.

20.3.

Messages and queues

Messages can be exchanged by queues. While queues are less powerful than
pipes they are much simpler to use. Simple send and receive function are
available and threads just preempt when the queue is empty on a receive
request or when the queue is full on a send request. Messages can be sent to
threads, fibers or lightweight threads.

Messages and publish/subscribe

Publish/subscribe (or pub/sub) is a messaging pattern where senders
(publishers) are unaware of specific receivers (subscribers). Subscribers express
interest in one or more messages, and only receive messages that are of
interest, without knowledge of what, if any, publishers there are. This decoupling
of publishers and subscribers is called loosely coupling and promote re-use and
agility. See the Publish/Subscribe Service chapter for more information.

The managing of those messages is very important because the publisher is un-
aware how many subscribers are interested in the message and it is possible
that this will change. Every time a message is published Q-Kernel will send the
message to all subscribers and will keep track of the use count. If a subscriber is
done with the message it will “free” the message. If the use-count reaches 0 the
message is physically de-allocated.

Managed messages are vital in publish
subscribe because the pattern is designed
to hide the number of subscribers from
every individual subscriber and publisher
so it is unknown how the message is used.
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20.4. Message Function
Function Description
gMsgAlloc() Allocate a message with a specific size.
Allocates a new message and copies a data into the new
gMsgCopy() g P

message.

gMsgFixAlloc()

Allocates a message from a fixed pool.

qMsgFixCreate()

Creates a fixed memory pool for messages.

qMsgFree()

Lower the use count of a message and free the memory if
use count is zero

gqMsgMaxSize()

Returns the maximum size in bytes that can be stored in
the message.

qMsgPublish()

Publish a message to all subscribers.

gMsgPublishISR()

Publish a message to all subscribers from an ISR.

gMsgRead()

Read a message from a pipe.

gqMsgReadISR()

Read a message from a pipe in an interrupt handler.

gMsgReceive()

Receive a message from a queue and wait if there is no
message available

gqMsgReceiveNB()

Receive a message from a queue without blocking

Receive a message from a queue and wait with time-out if

qMsgReceiveTO() there is no message available

gMsgSend() Send a message to a standard queue and wait if there is
no room in the queue

qMsgSendNB() Send a message to a standard queue without blocking
Send a message to a queue and wait if there is no room in

qMsgSendTO() the queue with time-out

qMsgWrite() Write a message to a pipe.

qMsgWriteISR() Write a message to a pipe from an interrupt handler.
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20.5. Message Example

The following example allocates a message in one thread and sends it to another
thread.

The thread does not have to know what the receiving thread does
with the message and how long the message is in use.

// Thread code that allocates a message and send it
// We expect that the queue is already allocated

gtMSG pMsg; // The message

while (.. .. ) {
INTU size = ... // calculate the size
gMsg = gMsgAlloc(size) ; // Allocate it

for (n=0; n<size; n++) { // move size integers
pMsg->Data[n] = data[n];// into the data

}

gMsgSend (pQue, pMsg) ; // Send the data.

gMsgFree (pMsg) ; // Just free. Managed
// message so we don’'t
// have to know what the
// receiving thread does

} // with the message

// Thread code that receives the message
// We expect that the queue is already allocated

gtMSG pMsg; // The message

pMsg = gMsgReceive (pQue); // Receive the data.

. e // Do something with the
// message. We can use
// the data without

e // copying

gMsgFree (pMsg) ; // Just free. Managed
// message so we don’t
// have to know what the
// sending thread does

} // with the message
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21.

Timer and RTCC Services

A timer object is an object that starts a fiber when the specified due time
arrives. Timers are completely disconnected from threads which make them very
flexible, and they can be re-used.

There are two types of timers that can be created:
e A One-Shot timer is started and stops when it reaches its specified time.

e A Periodic timer is reactivated each time the specified period expires, until
the timer is stopped or closed.

A thread uses the gTmrCreate() function to create a timer object. The creating
thread specifies whether the timer is a one-shot timer or a periodic timer, the
number of ticks or time, the function to call, the parameter for the function and
a name for the timer object. Threads can open an existing timer by specifying its
name in a call to the qTmrOpen() function.

The function parameter can be used to exchange information between the
creation of the timer and the function. This makes it possible to use one function
for multiple timers.

When a timer expires, the system executes the specified function. Some
competing products set event flags. This produces a context switch, because a
thread is waiting for that event. In a lot of cases this is not necessary because all
the work can be done without a context switch. The function that will be
executed if the time expires can implement that functionality by just signaling an
event. Any thread can wait for that event flag. This approach limits the number
of context switches and improves performance.

The Q-Kernel timer approach improves
performance and facilitates synchronization.

This mechanism allows threads to combine the elapse of a timer with other
events. This mechanism can be used if a thread has to synchronize one or more
events with periodic time.

Two types of clock sources can be used; the kernel timer or the kernel RTCC. A
positive value specifies short times, in cycles implemented by the kernel timer,
and a negative value specifies long times, in seconds implemented by the kernel
RTCC. The macros qMSEC() and qUSEC() can be used to specify the time in
milliseconds or pSeconds using the kernel timer. The qSEC() macro can be used
to specify the time in seconds. The accuracy of the time is just as good as the
accuracy of the source. The smallest practical time is a few hundred cycles.
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21.1.

21.1.1

RTCC Services

One of the requirements of a Tick-Less RTOS is the availability of a Real Time
Clock and Calendar (RTCC) for long wait times. Q-Kernel utilizes timer functions
to implement alarm functions. There is an alarm function gRtcAlarm() available
for convenience but it is just an interface into the timer functions.

RTCC services are available to set the time (qRtcSetDatTim()) and get the time
(gRtcSetDatTim()). The system also provides the uptime in seconds.

Date and Time Formats

The system uses an internal format to store the Date/Time in a 32 bit unsigned
integer. The integer contains the number of seconds since Jan, 1% 2000
12:00AM. This format has be chosen to minimize storage and for easy
manipulation. For compatibility with other system and for convenient handling of
dates and times the system also provides date and time structures in BCD
format for simple extraction and display. They are directly compatible with the
structures used by Microchip in the rtcc.h include file.

The structures are defined as follows:

union quDATETIME ({

struct {
INT8U year; // BCD codification 0x00->0x99
INT8U rsvd; // Reserved for future use
INT8U mday; // BCD codification 0x01->0x31
INT8U mon; // BCD codification 0x01->0x12
INT8U hour; // BCD codification 0x00->0x23
INT8U wday; // BCD codification 0x00->0x06
INT8U min; // BCD codification 0x00->0x59
INT8U sec; // BCD codification 0x00->0x59

} £; // field access

INT8U int8u[8]; // INT8U access
INT16U intléu[4]; // INT16U access
INT32U int32u[2]; // INT32U access
INT64U int64u; // INT64U access
};
typedef union quDATETIME* qtDATETIME
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union quTIME ({

struct {
INT8U rsvd; // Reserved for future use
INT8U hour; // BCD codification 0x00->0x23
INT8U min; // BCD codification 0x00->0x59
INT8U sec; // BCD codification 0x00->0x59
} £; // field access

INT8U int8ul[4]; // INT8U access
INT16U intléu[2]; // INT16U access
INT32U int32u; // INT32U access
};
typedef union quTIME* gtTIME

struct quDATE {

struct {
INT8U wday; // BCD codification 0x00->0x06
INT8U mday; // BCD codification 0x01->0x31
INT8U mon; // BCD codification 0x01->0x12
INT8U year; // BCD codification 0x00->0x99
} £; // field access

INT8U int8u[4]; // INT8U access
INT16U intléu[2]; // INT16U access
INT32U int32u; // INT32U access
};
typedef union quDATE* gqtDATE

There are a number of functions to convert the internal format to the date and
time structures. The converting functions return scalar data types. For quDATE
and quTIME, they return INT32U, and for quDATETIME, they return INT64U. This
is for performance reasons because the compiler generates inefficient code for
unions and structures. The user can easily cast the output to the required
structures. See the example below:

union quDATETIME dt; // define the union
dt = (union quDATETIME)gDatTime2DateTime (dtm) ;
// Convert from internal to DATETIME format

The system also provides functionality to manipulate dates, like adding or
subtracting seconds, minutes, hours, days and years. Every time a date is
returned the value "wday" is calculated which specifies the day of the week
(0=Sunday, 1=Monday, ... 6=Saturday) for that day

Q-Kernel provides elaborate date and time
functions to minimize development time.
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21.2.

HSecond Services

Q-Kernel provides a service to calculate time differences accurately. The service
behaves like a pSecond counter and ties in to the Kernel Timer. For this reason
the frequency of the timer must be a whole multiply of 1,000,000. There is no
physical counter and no hardware timer is used with the exception of the kernel
timer. (qTIMER in the configuration include file.)

This functionality adds only 40 cycles to the processing if the timer expires.
Because Q-Kernel is tick-less this occurs very infrequently, so the overhead is
very small. While the processing overhead is low, this function can increase
power consumption because it keeps the timer running and the power
management functionality of Q=Kernel is not able to switch to sleep mode.

The pSecond counter starts when the function gKkrnUSecOn() will be executed
and can be stopped with the function gKrnUSecOff() which clears the counter.
Because the function has to synchronize with the timer it will execute a short
sleep of a few uSeconds.

The pSecond functions can be used to calculate accurate time differences, up to
the ySecond. The counter itself is very granular and provides a large range but
is relatively slow for calculations because the value is administrated in a 64-bit
unsigned integer.

There are less granular functions available but the range is more limited. Those
functions return a 32-bit unsigned integer and are faster to calculate differences.
See the table below:

Function Size Granularity Range
gTmrUSec() 64 bit 1 pSec >584,000 year
gTmrUSecDiv1() 32 bit 1 pSec 1 hour
gqTmrUSecDiv256() 32 bit 256 uSec 12 days
gqTmrUSecDiv64k() 32 bit ~65 millisecond | 9 years

The pSecond timers are in sync with the kernel timer but not with the kernel
real-time clock. Their primary purpose is to calculate time differences based on
cycles.

The uSecond counter provides a way to
calculate time difference accurately.
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21.4. Timer Functions
Function Description
gTmrClose() Close an existing timer
gTmrCreate() Create a new timer
qTmropen() Srzzge?jn existing timer or wait until the timer is
gTmrOpenNB() Open an existing timer without blocking
qTmrOpenTO() grr:qzr:ﬁ ?Sncigiasttei:gg timer or wait with timeout until the
gTmrStart() Start a timer
gTmrStop() Stop a timer
gTmrUSec() Returns the number of uSec in a INT64
gTmrUSecDiv1() Returns the number of uSec in a INT32
gTmrUSecDiv256() Returns the number of pSec/256 in a INT32
gTmrUSecDiv64k() Returns the number of uSec/64k in a INT32
21.5. HSecond Functions
Function Description
gKrnUSecOn() Starts the pSecond counter.
gKrnUSecOff() Stops the pSecond counter and clears the counter.
gTmrUSec() Returns pSeconds in a 64bit unsigned integer
gTmrUSecDiv1() Returns pSeconds in a 32bit unsigned integer
gqTmrUSecDiv256() Returns pSeconds/256 in a 32bit unsigned integer
gqTmrUSecDiv64k() Returns pSeconds/64k in a 32bit unsigned integer
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21.6.

User Guide

RTCC Functions

Function Description
gAddDays() Add days to a date time and returns the result.
gAddHours() Add hours to a date time and returns the result.

gAddMinutes()

Add minutes to a date time and returns the result.

gAddSeconds()

Add seconds to a date time and returns the result.

gAddYears()

Add years to a date time and returns the result.

gDateTime2DatTim()

Convert a quDATETIME value to the internal format

gDatTim()

Convert year, month, day, hour, minute and second to
the internal format

gDatTim2Date ()

Convert the internal format to a QuDATE value

gDatTim2DateTime()

Convert the internal format to a quDATETIME value

gDatTim2Time()

Convert the internal format to a qQuTIME value

gRtcAlarm()

Create an alarm function that will be called as a fiber
when the due date-time arrives.

gRtcSetDatTim()

Set the current date and time

gRtcGetDatTim()

Returns the current date and time if set.

gRtcGetUptime()

Returns the number of seconds since startup
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22,

22.1.

22.2.

22.3.

Using Q-Kernel

Using @Q-Kernel is simple and convenient. The system needs to be installed on
the development PC and is ready for use. Configuration is required for every
project because it enables the user to optimize Q-Kernel for every type of use.
To use Q-Kernel you have to unzip it first into a directory. Best way to do this is
to extract it to a directory gKkerneINNNN where NNNN is the build number. By
unzipping the file you agree to the End User License Agreement. The complete
license agreement is specifies in the documentation folder. If you don't agree
with the license agreement you have to remove the unzipped files from your
computer.

License

A demo license is available. See License.jpg in the document directory.

Directory Structure

If you extract it to C:\gKernel the unzip process creates a directory BuildNNNN
and a number of subdirectories that contain the following:

e Doc; The documentation including the End User License agreement.
e Inc; The include file gKkernel.h
e Lib; The libraries as discussed below
e Src; gMalloc.c Source to use malloc() and free() with variable memory block
e TM; The thread metric test software for PIC24, PIC30 and dsPIC
e yTM32; The thread metric test software for PIC32MX
The directory also contains the MPLAB files for the MT and yTM32 applications.

Libraries

Q-Kernel comes in three builds that provides the developer with faster/larger or
slower/smaller code®® and more or less functionality. This concept gives you the
best of both worlds: A compact and very efficient build in case you need the
performance, and a slower version that will catch most of the common
application programming errors.

¢ Standard library. This library provides full error and parameter checking
and provides all functionality.

e Small library. This library provides less error checking is fully functional
and creates the smallest memory footprint.

e Fast library. This library provides less error checking is fully functional
and creates the fastest code with the largest memory footprint.

33 The libraries control part of the performance. The configuration controls the other part by enabling or disabling

functionality.

© 2007-2012 Quasarsoft Ltd.  gKernelUserGuide V4.0-1775 page 98



Q-Kernel User Guide
The table describes the differences:
Library c;":i':i:lﬁ d I:c:idnee Parameter Checking
Standard -Os Less Yes
Small -Os More No
Fast -03 Most No

Compiler switch specifies how Q-Kernel sources are compiled. The -Os
switch creates smaller code while the -0O3 library creates larger but faster
code. See the compiler manual for more information.

Inline code specifies that small functions are not called but executed in
line. Calling a function is expensive because it costs extra cycles and it
prevents the compiler from optimizing. Also every C function needs to
save extra registers because it assumes that they are used. Q-Kernel
uses hand-coded in-lining to optimize this process and it is different for
the 16 and 32 bit version because the 32 bit compiler can optimize better
when it controls more code.

Parameter Checking specifies that code is provided to check the validity
of parameters and stack overflow®® in every function. This makes the
system slower and larger. During debugging we advise to use the
checking because it makes finding errors simple.

We advise to use the “Standard” library in all cases. If the footprint becomes too
large use the “Small” library. For maximum performance use the “Fast” library.

The footprint of the application is determined by the library. The “small” library
is between 5% and 20% smaller than the “standard” library. The “fast” library is
between 5% and 25% larger than the “standard” library.

The library files are:

Library 16-bit version 32-bit version
QKernel16Std-elf.a QKernel32Std.a
Standard
QKernell16Std-coff.a
QKernell6Sml-elf.a QKernel32Sml.a
Small
QKernel16Sml-coff.a
QKernell6Fst-elf.a QKernel32Fst.a
Fast

QKernell6Fst-coff.a

34 stack overflow is checked in software for the PIC32. The PIC24/dsPIC has hardware stack overflow and
underflow protection that can be configured.
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22.4.

Configuration

The configuration at compile time is very simple because only a few items need
to be configured. The configuration specifies the hardware configuration and
allows the developer to control functionality that impacts performance.
Resources are not configured, but are dynamically allocated. Most competing
systems require compile time configuration, but Q-Kernel with its advanced
memory system allocates most resources dynamically.

A modern RTOS like Q-Kernel requires
hardware and functional configuration only.
Resources are managed automatically.

The configuration needs to be defined in the include file "gKernelConfiguration.h"
which must be part of the project and must be activated by the define gMAIN in
the main routine before the line to include gKernel.h. The following parameters
and flags are configurable:

e qKERNEL_INTERRUPT (PIC24/dsPIC only) specifies the vector
number of the kernel interrupt, like 13 for “ADC1lInterrupt” for the
PIC24/dsPIC. The PIC32 uses software interrupt 0 and the developer does
not have to specify this value. The PIC24/dsPIC doesn't offer software
interrupts and one of the hardware interrupts must be used. Every
interrupt can be used as long as it is not used by the application.
Q-Kernel creates the ISR, enables the interrupt and specifies the correct
priority. The interrupt vectors are different per device so please confirm
the datasheet of the specific device.

e (qTIMER (optional) specifies a 32-bit timer that will be used by
Q-Kernel to manage short wait times. Valid values are 0 (no 32-bit
timer), 2 (timer pair 2 and 3), 4 (timer pair 4 and 5), 6 (timer pair 6 and
7) and 8 (timer pair 8 and 9) and must be supported by the hardware.
Q-Kernel programs the timer, creates the ISR, enables the interrupt and
specifies the correct priority. No other developer action is required. This
parameter is optional and the default value is 0.

¢ (CLOCK_FREQUENCY (optional) specifies the clock frequency in Hz of
the kernel Timer. This information will enable Q@-Kernel to calculate time.
A PIC30 running at 120 MHz is 30 MHz. You have to specify 30,000,000 A
PIC24F running at 32 MHz is 16MHz. In this case you have to specify
16,000,000. The PIC32 drives its timers from the peripheral bus clock so
changing the peripheral bus divider PBDIV has an effect on the PBCLK
frequency and should be taken into account in the calculation of the
qCLOCK_FREQUENCY. For statistics to work the clock frequency needs to
be a multiply of 1,000,000. This parameter is optional and the default
value is 80,000,000 for the PIC32, 40,000,000 for the dsPIC33 and
PIC24H, 16,000,000 for the PIC24F and 30,000,000 for the dsPIC30. For
statistics to work the clock frequency needs to be a multiply of
1,000,000.

¢ (qRTCC (optional) specifies the RTCC. Q-Kernel programs the required
hardware, creates the ISR, enables the interrupt and specifies the correct
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priority. No other developer action is required. This parameter is optional
and the default value is 0. Possible values are®’:

o 0 = No RTCC (Generates a warning)
o 1 = Emulated RTCC with the timer
o 2 = Software RTCC (must be supported by the hardware)

o 3 = Hardware RTCC (must be supported by the hardware)

e qINT_STACK_SIZE (optional) specifies the size of the interrupt stack
in bytes. The value must be a multiply of 4. See chapter §4.1 for more
information. This parameter is optional and the default is 256 for the
PIC24/dsPIC and 512 for PIC32.

e qIDLE_STACK_SIZE (optional) specifies the size of the idle thread in
bytes. The value must be a multiply of 4. See chapter §7 for more
information. This parameter is optional and the default value is 64 for the
PIC24/dsPIC and 128 for the PIC32.

e (qFIBER_QUE_SIZE (optional) specifies the size of the fiber queue. The
fiber queue is used for internal operations and can be used by the
application. The kernel will allocate memory from the heap because it will
never be de-allocated. This parameter is optional and the default is 8.
The minimum is 4.

e (qDSP_USED (dsPIC only) (optional) A non-zero value specifies that
Modulo and bit reversed addressing will be used. Modulo and bit reversed
addressing will be disabled during Q:Kernel interrupts®®. This flag is
optional and the default is 0.

e QqSTACK_CHECKING_CODE (PIC24/dsPIC only®’) (optional). A non-
zero value specifies that Q-Kernel will include code to check stack
overflow and underflow for all the threads and the interrupt stack in
hardware. This flag also specifies that the PIC24/dsPIC checks the
interrupt source. See the port description for further information. This
flag is optional and the default is 1.

¢ (qMEMORY_MAPPING_CODE (PIC24/dsPIC only) (optional). A non-
zero value specifies that @-Kernel will include code to handle dynamic
memory mapping in the upper 32Kb window of the data space. Most of
the 16 bit PIC's use the PSVPAG (Program Space Visibility Page) for
mapping code (flash) in that window and some of the newer 16 bit PIC's
use the DSRPAG and DSWPAG to map data (RAM) or code (Flash) in the
upper 32Kb window of the data space. Q:Kernel will save and restore the
PSVPAG/TBLPAG or DSRPAG/DSWPAG during context switches. See the
C30 user guide for a more detailed description. This flag is optional and
the default is 0.

35 The Software and Hardware RTCC are only available in the full version.

36 qISR() and qISR_FAST() disable Modulo and bit reversed addressing automatically, but native interrupts must
use the gDspEnter() and gDspExit() functions.

37 The PIC32 does not provide hardware stack checking. Software stack checking for the PIC32 is only available in
the standard library.
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e (QSTATISTICS_CODE (optional®®). A non-zero value specifies that
Q-Kernel will include code to perform statistics and switch notification.
Statistics and switch notification can be enabled when this flag is set. This
flag is optional and the default is 0.

e qTRACKING_AVAILABLE (optional®). A non-zero value specifies that
Q-Kernel will include code to perform fiber and thread tracking. The
developer can then activate the tracking for fibers and threads. The
timing of the system is exactly the same if tracking is enabled or
disabled. This flag is optional and the default is 0.

e qKEY1 to qKEY4 Specify the security key for the product. You can use
the demo key for this version or a named key that came with the
purchase of Q-Kernel. These parameters are always required.

The configuration is an essential part of the project and Q-Kernel tries to detect
possible problems at compile time by generating error or warnings with the
#error and #warning directive. Some problems are detected during linking, like
and unknown interrupt name.

Example 1:

No timer is specified and a warning is issued. This means that no kernel timer is
specified, which is a valid but uncommon option. If no RTCC is specified the
system will also give a warning.

Executing: "C:\Program Files (x86) \Microchip\MPLAB
C30\bin\pic30-gcc.exe" ......

In file included from main.c:3:

../../qKernel.h:175:4: warning: #warning "No timer

defined. Only long timeouts are available"

Example 2:

One or more keys are not defined.

Executing: "C:\Program Files (x86)\Microchip\MPLAB
C30\bin\pic30-gcc.exe" ......

In file included from main.c:3:
../../qKernel.h:185:4: error: #error "QKernel requires
definition of gKEY1l, gKEY2, gKEY3 and gKEY4"

38 Statistics are only available in the full version.

3 Tracking is only available in the full version.
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22.5.

Example 3:

The system will not find the timer interrupt if the spelling is incorrect. The source
contains the following statement which is incorrect:

qISR(_T2Interupt) {

A\ W/

Interrupt is spelled with one “r” and the linker can’t find the timer interrupt
module.

Executing: "C:\Program Files (x86)\Microchip\MPLAB
C30\bin\pic30-gcc.exe" ......

main.o(.text+0x9¢c): In function ' _qqq T2Interupt':

C:\gKernelv30\trunk\Test\T1l32\main.c:43: undefined

reference to '_gq T2Interupt'

main.o (.text+0x9%e) :C:\gKernelV30\trunk\Test\T132\main.

c: undefined reference to '_qq T2Interupt'

Link step failed.

The following is an example of the content of a configuration file.

#define gKERNEL INTERRUPT 13 // kernel interrupt (ADC1)
#define gTIMER 4 // Timer TMR4/TMR5
#define gCLOCK_ FREQUENCY 16000000 // Fosc=32MHz Fcy=16MHz
#define gRTCC 1 // Software RTCC
#define qINT STACK SIZE 256 // Interrupt StackSize=256
#define qIDLE STACK SIZE 48 // Idle StackSize=48
#define gFIBER QUE SIZE 6 // Fiber Queue=6 entries
#define gDSP_USED 0 // DSP unit not used
#define gSTACK CHECKING CODE 1 // Stack checking on
#define gMEMORY MAPPING_CODE 0 // PSVPAG/TBLPAG or DSRPAG/
// DSWPAG not in context
#define gSTATISTICS_ CODE 0 // Statistics not available
#define qTRACKING CODE 0 // Tracking not available
#define gKEY1 0x0b2a4d9f // Example see download
#define gKEY2 0x542f9942 // Example see download
#define gKEY3 0x2d87£104 // Example see download
#define gKEY4 0x1f80ledc // Example see download

Initialization and Startup

To use Q-Kernel you have to initialize it and start it. All initialization values are
specified in defines and the developer only has to call gKrnInit() and
gKrnStart().
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#define gMAIN 1 // Indicate this is the main
// must be before the include
#include "gKernel.h" // Standard gKernel include

qtTCB pTcbMain;

int main() {

gKrnInit() ; // Init the kernel
pTcbMain = qThrCreate("Main", // Create a thread with name Main
MainThread, // Function pointer
4, // Extra parameter
64, // Stack size
120) ; // Priority
gKrnStart() ; // Start the kernel
return 0; // Never returns here. The return
} // is to prevent a warning

void MainThread(void *p) ({
int done = 0;
if ((int)p==4) {
...... // Do work if started with a 4

......... // Do work and if done set done=1

The main just needs to initialize Q-Kernel, defines the threads and start the
system. It is possible to open all threads between gKrnInit() and gKrnStart() or
just open one thread and start all other threads from there like in the example.

After the start Q-Kernel is in control. It will run the thread with the highest
priority. If that thread is waiting on something, it will start the thread with the
next highest priority, and so on. Eventually it executes the Idle thread which has
the lowest priority (0). Within the Idle thread it will the lightweight threads.

The real work in a system that uses a Real Time Operation System like Q-Kernel
is happening in the threads. Every tread has a specific task. The threads
communicate with interrupts and with each other. All threads*® together provide
the functionality for the application. By building specific functionality in specific
threads the developer can concentrate on the functionality.

Do not forget the #define of gMAIN and the
include of “qgKernel.h”.

40 Q-Kernel also support lightweight threads and fibers. Some tasks can be implemented as lightweight threads or
fibers which use fewer resources so that is a more preferable option.
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23.

23.1.

23.1.1

23.1.2

Port Information

Currently there is a PIC24/dsPIC port and a PIC32MX port. Specifics about those
ports are discussed below.

PIC24/dsPIC

All 16-bit PIC microprocessors (PIC-24F, PIC-24H, PIC-24E, dsPIC-30 and dsPIC-
33) are supported including the dsPICs. A system with 2kb RAM and 32Kb Flash
can run Q-Kernel without issues. The following compilers are supported:

e MPLAB C Compiler for PIC24 V3.23 or higher

e MPLAB C Compiler for PIC24 in LITE mode V3.23 or higher

e MPLAB C Compiler for dsPIC V3.23 or higher

e MPLAB C Compiler for dsPIC in LITE mode V3.23 or higher

e MPLAB C Compiler for PIC24 and dsPIC V3.23 or higher

e MPLAB C Compiler for PIC24 and dsPIC in LITE mode V3.23 or higher

e MPLAB C Compiler for PIC24 and dsPIC Standard-Eval version V3.23 or
higher

The system is tested with MPLAB version 8.6 but lower versions will work as
well.

Upper 32Kb Data Space Window

The 16-bit PIC micro controllers divide their data address space in two 32 Kb
windows. The lower window maps the Special Function Registers (SFR’s) and the
RAM. The second window mapping depends on the type of processor.

Most of the controllers map flash memory for constant data. This process is
called program space visibility because part of the program space is visible in
data memory and the register PSVPAG specifies where in flash the 32Kb is
mapped. This is limited to 32Kb. If there is more than 32Kb of constant data the
PSVPAG must be maintained. The user is responsible that the PSVPAG is
maintained and pointers into the PSV space can’t be used by more than one
thread without special facilities. Pointers in RAM dont have that problem
because they always point to the lower 32 Kb for all threads and fibers. Please
read the C30 user manual that describes this process and all options.

Newer controllers implement Extended Data Space. This feature can map flash
or ram in the window. The system uses separate registers for read and writes.
(DSRPAG/DSWPAG)

By setting the gMEMORY_MAPPING_CODE flag, the system will persist
PSVPAG/TBLPAG or DSRPAG/DSWPAG in the context of the thread and fibers.
The Q-Kernel interrupts qISR() and qISR_FAST() also persist this information.
The developer is responsible for saving and restoring the information in native
interrupts.

Table Page (TBLPAG)

The 16-bit PIC micro controllers have the ability to access any flash in the
controller by its 24-bit address. The TBLPAG register and some special
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23.1.3

23.1.4

23.1.5

instructions are used facilitate this. This register has to be saved during context
switches if multiple threads use the TBLPAG. As described above the TBLPAG
register is persisted together with the PSVPAG register on controllers that have a
PSVPAG register and set the gMEMORY_MAPPING_CODE flag.

Controllers with Extended Data Space don’t have to use the TBLPAG but can use
the far superior Extended Data Space feature instead. Using the TBLPAG in
multiple threads and fibers is still possible by using it within a critical section.
The TBLPAG can be used in interrupts on those controllers but the developer is
responsible for saving and restoring the TBLPAG register in both Q-Kernel
interrupts and native interrupts.

DSP Used

The developer has to specify if the DSP unit is used or one of the DSP addressing
modes is used. This functionality is only available in the dsPIC-30 and dsPIC33.
The DSP functionality can only be used in fibers and not in threads. This is the
developers’ responsibility and the system will and cannot check this. By setting
qDSP_USED the developer indicates that the unit or DSP addressing modes are
used and Q-Kernel will change the activation of fibers and will changes the
activation of interrupts that are written with the macro’s gISR() and
qISR_FAST().

Native style interrupts can use the gDspEnter() and gDspExit() macros to make
those interrupts DSP aware.

Q-Kernel Interrupt Handler

The Q-Kernel interrupt handler will bind itself to the “_DefaultInterrupt” so it
can work on every interrupt specified by the developer. This means that “rouge”
interrupts, interrupts that fire without an interrupt handler, also activate the
Q-Kernel interrupt handler. The system will check this condition if stack
checking is enabled. Q-Kernel will throw qERR_KRN_INTERRUPT and activate
the standard error handler. The developer can set a breakpoint and find which
“rouge” interrupt was set by inspecting the IFSx registers.

Stack Limiting Features

The stack limiting features of the PIC24/dsPIC architecture are used extensively.
Every individual thread and the interrupt stack keep track of its own stack-limit
by manipulating the SPLIM register. This feature does not prevent stack errors
but makes it simpler to detect them.
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23.1.6

Q-Kernel Interrupts

The Q=Kernel version for the PIC24/dsPIC will never disables interrupts and has
a fixed interrupt latency of 4 cycles.

The qISR() function uses 6 byte on the thread stack (2 for WREGO and 4 for the
return address) and it needs 18 cycles to switch the stack and start execution of
the interrupt code. This is about 6 cycles more compared to native interrupt
handler. The difference is the switch to the interrupt stack. Without this all
thread has to add stack-space for the interrupts.

Adding DSP code adds 1 cycle, stack checking code adds 3 cycles and memory
mapping code adds 2 cycles. The example below is gISR() for the Timerl
interrupt with stack checking. The libraries contain the code for all interrupts and
all code options to handle this functionality automatically.

.global _ TlInterrupt
__TlInterrupt:
push w0 ; save working register for later
mov wl5, wO ; save the stack pionter for later
cp _qgvIntStackLimit ; Are we in the interrupt stack?
bra gtu, 10f ; Yes skip setting of the Interrupt stack
mov _gqvIntStack, wl5 ; Set the interrupt stack
10: push w0 ; save old stack pointer on the new stack
push SPLIM ; save SPLIM of the thread
mov _qgvIntStackLimit, w0
mov w0, SPLIM
push wl ; Save W1-W7 and RCOUNT
push.d w2
push.d w4
push.d w6
push RCOUNT
call __9q TlInterrupt ; call the function
Pop RCOUNT
pop-d w6
pop.d wé
pop.d w2
Pop wl
pPop SPLIM ; restore thread SPLIM
pPop wl5 ; restore the old stack
pPop w0 ; restore the saved working register
.global _ ggStk_T2Interrupt ; Stk code loading
__ggFst_T2Interrupt: ; Entry to find the right library module
retfie
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23.2.

23.2.1

The qISR_FAST() function uses 4 byte on the thread stack (for the return
address) and it needs 15 cycles to switch the stack and start execution of the
interrupt code. This is about 6 cycles more compared to native interrupt handler.
The difference is the switch to the interrupt stack. Without this all thread has to
add stack-space for the interrupts.

Adding DSP code adds 1 cycle, stack checking code add 3 cycles and memory
mapping code adds 2 cycles. The example below is qISR for the Timer2 interrupt
without code options. The libraries contain the code for all interrupts and all code
options to handle this functionality automatically.

.global _ T2Interrupt

__T2Interrupt:
push.s ; save WO-W3
mov wl5, w0 ; save the stack pionter for later
cp _gqvIntStackLimit ; Are we in the interrupt stack?
bra gtu, 10f ; Yes skip setting of the Interrupt stack
mov _gqvIntStack, wl5 ; Set the interrupt stack

10: push w0 ; save old stack pointer on the new stack
push SPLIM ; save SPLIM of the thread
mov _qvIntStackLimit,w0
mov w0, SPLIM
push.d w4 ; Save W4-W7 and RCOUNT
push.d w6
push RCOUNT
call __gq T2Interrupt
pPop RCOUNT
pop.d w6
pop.d wé
pPop SPLIM ; restore thread SPLIM
PopP wl5 ; restore the old stack
pPop.s ; restore WO-W3
.global _ qgqFst T2Interrupt ; no added code loading

__qqFst _T2Interrupt: ; Entry to find the right library module
retfie

PIC32MX

All 32-bit PIC microprocessors A system with 8kb RAM and 64Kb Flash can run
Q-Kernel without issues. The following compilers are supported:

e MPLAB C Compiler for PIC32 V2.00 or higher (Tested with version
V2.02a)

Q-Kernel Interrupts

The @-Kernel version for the PIC32MX will never disables interrupts for more
than 14 cycles. While Q-Kernel is designed to never disable interrupts
architectural limitation of the MIPS architecture make this impossible. During the
start of an interrupt the MIPS architecture disables interrupts and in the worst
case scenario it takes 14 cycles to enable the interrupts again. Q-Kernel
requires atomic increment and decrement instructions and those are not
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available in the MIPS architecture. In that case interrupts are disabled for 4
cycles. This is much better than the competition because those systems disable
interrupts for hunderds of cycles during context switches.

The gISR() function uses 0 byte on the thread stack and it needs 40 cycles to
switch the stack and start execution of the interrupt code. This is about 4 cycles
more compared to native interrupt handler. The difference is the switch to the
interrupt stack. Without this all thread has to add stack-space for the interrupts.

The qISR_FAST() function uses 0 byte on the thread stack and it needs 18 cycles
to switch the stack and start execution of the interrupt code. This is about 4
cycles more compared to native interrupt handler. The difference is the switch to
the interrupt stack. Without this all thread has to add stack-space for the
interrupts.

See for an example the source directory.
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Glossary

Active Thread

Only one thread can execute at any given time. The thread
that is currently executing is called the active thread.

Cooperative multi-

A scheduling system in which each thread is allowed to run

threading until it gives up the CPU; an ISR can make a higher
priority thread ready, but the interrupted thread will be
returned to and finished first.

CPU. The Central Processing Unit is the “brain” of a

microcontroller; the part of a processor that carries out
instructions.

Critical section

A section of code which must be executed as a whole and
can't be interrupted by the scheduler. It can be
interrupted by Interrupt Service Routines.

Event A message sent to a single, specified thread that
something has occurred. The thread then becomes ready.
Fiber A program running in a cooperative multitasking

environment. Fibers yield themselves to run another fiber
while executing. Fibers don't need a context switch to be
activated.

ISR Interrupt
Service Routine

The routine is called automatically by the processor when
an interrupt is acknowledged. ISRs must preserve the
entire context of a thread (all registers).

Lightweight Thread

A program running in the idle thread in a cooperative
multitasking environment. Lightweight threads vyield
themselves to run another lightweight threads while
executing.

Message Queue

A data buffer managed by the RTOS, used for sending and
receiving messages to and from a thread.

Message

An item of data sent to or received from a Message Queue.

Multi-threading

The execution of multiple software routines independently
of one another. The RTOS divides the processor’s time so
that the different routines (threads) appear to be
happening simultaneously.

Preemptive multi-
threading

A scheduling system in which the highest priority thread
that is ready will always be executed.
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Priority (Thread)

The relative importance of one thread to another. Every
thread in an RTOS has a priority.

Priority inversion

A condition in which a high priority thread is delayed while
it waits for access to a shared resource which is in use by
a lower priority thread. The lower priority thread
temporarily gets the highest priority until it releases the
resource.

Queue A data structure for sending and receiving character or
integer wide data between threads or between threads and
ISR

Resource Anything in the computer system with limited availability

(e.g. memory, timers, computation time). Essentially,
anything used by a thread.

RTOS Real-time

Operating System.

The program section of an RTOS that selects the active
thread, based on which threads are ready to run, their
relative priorities, and the scheduling system being used.

Semaphore

A data structure that keeps track of multiple resources.
Used when a thread must wait for something that can be
signaled more than once.

Software timer

A data structure which calls a user-specified routine after a
specified delay.

Stack

An area of memory with FIFO storage of parameters,
automatic variables, returns addresses, and other
information that needs to be maintained across function
calls. In multi-threading systems, each thread normally
has its own stack.

Superloop

A program that runs in an infinite loop and uses no real-
time kernel. ISRs are used for real-time parts of the
software.

Thread

A program running on a processor. A multi-threading
system allows multiple threads to execute independently
from one another.

Tick

The OS timer interrupt. Usually equals 1 millisecond.
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